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О вопросах подписания Протокола об электронном обмене информацией между Евразийским экономическим союзом и его государствами-членами, с одной стороны, и Социалистической Республикой Вьетнам, с другой стороны, в рамках электронной системы сертификации и верификации происхождения товаров
Решение Высшего Евразийского экономического совета от 8 мая 2024 года № 6.


      Руководствуясь абзацем первым пункта 2 статьи 7 Договора о Евразийском экономическом союзе от 29 мая 2014 года, статьей 10 Соглашения о международных договорах Евразийского экономического союза с третьими государствами, международными организациями или международными интеграционными объединениями от 14 мая 2018 года и пунктом 6 Положения о Евразийской экономической комиссии (приложение № 1 к Договору о Евразийском экономическом союзе от 29 мая 2014 года), Высший Евразийский экономический совет решил:



      1. Одобрить проект Протокола об электронном обмене информацией между Евразийским экономическим союзом и его государствами-членами, с одной стороны, и Социалистической Республикой Вьетнам, с другой стороны, в рамках электронной системы сертификации и верификации происхождения товаров (прилагается).

      2. Поручить члену Коллегии (Министру) по торговле Евразийской экономической комиссии Слепневу А.А. подписать указанный в пункте 1 настоящего Решения Протокол от имени Евразийского экономического союза после завершения государствами - членами Евразийского экономического союза необходимых внутригосударственных процедур, разрешив в случае необходимости вносить в прилагаемый проект изменения, не имеющие принципиального характера.

      3. Настоящее Решение вступает в силу с даты его официального опубликования.

      Члены Высшего Евразийского экономического совета:
	
От Республики


Армения

	
От Республики Беларусь

	
От Республики


Казахстан

	
От Кыркызской


Республики

	
От Российской


Федерации
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. Terms and abbreviations

The following terms and definitions are used in these Technical Specification:

“SOAP” (Simple Object Access Protocol) — message-exchange protocol in the
distributed computing environment;

“UML? ~ Unified Modeling Language;

“UUID" - Universally Unique Identifiers

“XML” (Extensible Markup Language) — recommended by the World Wide
‘Web Consortium (W3C) Extensible Markup Language;

“Asynchronous Interaction” — a kind of electronic data exchange, in which the
Sender resumes his work immediately after sending the message, without waiting for

aresponse from the receiver;
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<xselement name~"FunctionalReferencelD"
type="ds:RootDocumentFunctionalReferencelDType”/>

<xs:clement name-"lssueDateTime" type-"ds-RootDocumentlssueDate TimeType”
minOceurs="0>

“xselement name="Additionallnformation” minOccurs-"0" maxOceur
<xscomplexType>

“xsisequence>

<xsiclement name="StatementDescription"

type-"ds: AddiionalInformationStatementDescription TextType'/>
Sxs:sequence>

<hxscomplexType>

<siclement

<xs:element name="ContactOffice" minOccurs-
<xscomplexType>

<xssequence

<xselement name="Contact” minOccur
<xsicomplexType>

<xsisoquence>

<xs-element name="Name" type="ds: Contac{NameTextType”/>
<xsiclement name="Communication” maxOceurs-"unbounded™
<xsicomplexType>

“xsisquence>

<xsilement name="1D" type-="ds: CommunicationkdentifcationlDType"’>
<xs:element name-"TypelD" ype~"ds Communication TypelDType” minOceurs:
<ixssequence>

<ixsicomplexType>

<ixsiclement>

<ixs:sequence>

<xscomplexType>

<xsiclement>

<xs-element name-"Communicaton" minOccurs="0" maxOccur
<xscomplexType>

<xsisequence>
<xsilement name="ID" type-"ds:CommunicationldentificationIDType"/>
xselement name="TypelDD" type="ds:CommunicationTypelDType" minOceurs-
<xssequence>

<hxsicomplexType>

<hxielement>

<ixssequence>
<ixs:complexType>

<xsiclement>

xszlement name="Ermor” minOccurs
<xsicomplexType>
<xssequence>
<xs:element name-
“xsilement nams
<xsicomplexType>

<xsisequence>

<sselement name="SequenceNumeric” type
<xsiclement name="DocumentSectionCade” type-
<is:sequence>

<ixscomplexType>

‘unbounded™>

-

nbounded

maxOccurs-"unbounded”>

s FrtorValdationCodeType>
0" maxOceurs-"unbounded™>

s:PointerSequenceNumericType" >
I PointesDocumentSectionCodeType"/>
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<huscelement>
<ixsequence>
<hscomplexType>
<ixsclement>

<xs-clement namg

s>

Table C3
“The scheme of electronic document data (nformation)
«Request for information about certificates of originy (Request)

<2l version="1.0" encoding="UTF-8"7>
<xs:sciema ximlnsxs="hip: /w3, org/ 2001 XML Scherna”

‘xanlns="um:weo; datamodel:- WCODeclration:1” xmlns:ds-"armiweo:datanmodel: WCODS 1"
targetNamespace-"urn:weo:datamodel- WCO Declaration: >

<xsimport namespace="um:weo datamodel- WCO:DS: 1" schemaLocati
<xsiclment name="RootDocument” type="RootDocumenType"l>
<xsicomplexType name="RoofDocumentType">

<xsisequence>
<xsiclement name="1D" type-"ds:RootDocumentidentiicaionIDType” minOccurs-0">

<xsielement name-"IssucDatcTime" type-"ds:RootDocumentlssueDateTimeType">
<xslement name="jssucL ocationID"
type="ds:RootDocumenlssueLocationldentifcationIDType” minOccurs="0"/>
<xsiclement name-"TypeCode" type="ds:RootDocumentTypeCodeType'r>
<xsisoquence>

<ixsicomplexType>

<xsischema>

"DS_1p0.xsd

Table C4

‘The scheme of acknowledgment and exception signals data

<Pxmiversion-l.0» encoding=UTF-§:7>
Structure nd requisite composition o acknasedgment and excepion signals
<xsischemaxminsixs=ip:/w.w3.0rg 2001 XML Schemay xmlnssgn=cur:EEC:signsl-v,0n
targetNamespace=um:EECisignalv1.0n clementFormDefuult-uqualficdy
atibuteFomDefaule-unqualificd>>

<xsisimpleType name-EDocldTypes>-

<xsiannotation>

<xs-documentation>Document ID</xsidocumentation

<ixsamotation>

<xsirestiction base=xstoken>

<xsipaticmn value={0-90-£A-F] {§}-{0-93-1A-F] (4}-{0-90-1A-F] 4]-{0-90-£A-F](4)-[0-90 FA-
Fl(i2p/>

<hsinestriction>

<issimpleType>

<xsisimpleType name-«DateTime Typer>

<xsiannotation>

<xsidocumentation>Date by the Gregorian calendar and time i the Stndard 1S 8601
format</xs:documentaton>

<ixsamotation>
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<xsirestriction base=oxs:dateTimen/>
<hssimpleType

<xsisimpleType name-ErrorCodeTyper>

Sxscannotation>

<xstdocumentation Error code designation </xstdocumenttion>
<lxsiannoltion>

<xsestiction base-xs:okens>

<xsminLength value=c/>

<xsmaxLength value-(2555>

<ixsrestriction>

<hssimpleType>

<xsisimpleType name- StrngTypes>

<xsanotation>

<xs:documentaton> Asbitary information n text form </xs-documentation>
<xsamotation>

<xsiresrition base=xsstingy/>

<ixssimpleType>

<xsicomplexType name-(DeliveryReceiptTypes=

<xsannotation>

<xsdocumentaton>"Receipt” confirmation signal Type </xs:documentaton>
<xsamotation>

<xsisequence>

<xsilement name=Signalldy type=esgniEDocldTypen’>

<usielement name--«DateTimen type-esgn:DateTimeTypen>

<lxsisequence>

<hxscomplexType:
<xselement name=(DeliveryReceipts ype-sgDeli
<xsannolation=

‘<xsidocumentaion"Receipt” confirmation signal </ssidocumenttion>
<ixsamotation>

<xsiclement>

<xsicomplexType name=ProcessingReceiptTyper=

<xsiannotation>

<xs-documentation>"Processing Receipt” confirmation signal Type </xs:documentation>
<ixsamotation>

<xsisequence>

<xsielement name~Signalldy type=esgn:EDocldTypen’>

DateTime» type=esgn:Date TimeTyper>

eryReceiptTyper>

<ssilement ram
<isisequence>
<lxsicomplexType>
<xs-element name=«ProcessingReceipts (ype-sgnProcessingReceiptTypes>
<xsamnolation>

<xs:documentation>"Processing Receipt” confirmation signal <xs:documentation
<ixsamotation>

<ixscclement>

<ssicomplexType name=ValidationErrorTyper>

xscannotation

<xsidocumentation"Frror” Signal-xception Type <xs-dosumentation™
<xsannolation>

<xsisequence>
“xselement name=
<xsamnotation>

Signallds type-esgnEDocldTyper>
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<xs:documentation> Signal-exception ID </xs:documentation™
<ixsannotation>

<xsiclement>

<xsilement rame~«DateTime type-esgn:DateTimeTypes>
<xsannotation

<xsidocumentation Datc and Time <xs:documentation>
<lxsannotation>

<xsiclement>
<xsielement name
<xsamnotation>
<xsidocumentation Frror Details </xs:documentation
<ixsamottion>

<lxsiclement>

<hxssequence>

<ixsicomplexType>

<xsicomplexType name-cErmorTyper
<xscannotation>

<ssidocumentation> Error Type </xs documentation
<xsannotation>

<xssequence>

<xsilement name=«Code» typ
<xsiamoation>
<xsidocumentation> Control Error Code Designation </xs documentation
<ixsamotation>

<ixsicloment>

xselement name=Description type=sgn:StringTypes>

<xs documentation> Control Error Code Designation </xs:documenation
<xscamnotation>

<ixsiclement>

<xsrlement name=Detaisy type=sgn
<xstannotation™

“xsidocumentaion Error Detaild Information </xs documentation>
<ixsannotation>

<hxsclement>

<xslement name~«EDocldy type-sgnEDocldTypes minOccurs=0s>

<xsiannotation

‘<xsidocumenttion> Idenifier of the document in which the exro occurred <xs:documentation>
<xsamottion>

<ixsiclement>

<xsielement name=cReference ype=esgniSiringTypes minOceurs=c0>

<xsiamotation>

<xs:documentation Sting of charactrs that makes it possibe o locate unambiguously an clement
in the document that caused an erar </xsdocumenation

<xsamotation>

<ixsicloment>

<nsisequence>

<xscomplexType>

vsilement name=ValidationEror type=csgn-ValidationEreorTypes=

<xsiannotation>

<xsidocumentation>"ControlFiror” Signal-cxception < documentation™

<ixsamotion>

senErrorCodeTyper>

wingTypen minOceurs=«0»>
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</xsiclement>
<xsischema>
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Appendix D. Examples of electronic documents

Table DI
Example of electronic message “Information on the issued certificate of origin™
(ESS.VN.MSG.001)

<soap:Envelope xmlns:sonp-"hitp: v w3, o 2003105 soap-envelope”
minscum="urn:EEC:Interacton:v1.0" xminsesa—"hitp: /.3 org/2005/08 addressing
<soapiHeader>

<wsa To>ESS.VN.VN<fwsa‘To>

<wsaFrom>

<wsAddross>ESS.VN RUSvsa:Address>

<hesaFrom>

wsa:Action=tr/ CERTIFICATE/D. /ESS. VN PRC.001/ESS.VN.TRN.00/ESS. VN MSG 001 </
wai:Action>

<wsaMessagelD>um i dbaS1IT5-bbb3-4Te3-ab2-s9aSacecesdd<wsa:MessagelD>
<soupiHeader>

<soapBody>
<al:RootDacument xsischemsaL ocation"urnweo:datamodel- WCO:Declration2
Certificate " xmlns xsi="hitp: v 3. rg/2001 XML Schema- nstanes
xmilnsinl="um:weosdatamodel:WCO:Declration 2"
<CancellationDateTime>2017-12-17T00:00:00Z</CancellationDateTime>
<EffectiveDateTime>2017-10-1 ST00:00-00Z</EfectiveDateTime:
<ExpirationDateTime=2018.09-17T00:00:00ZExpirationDateTime>
<FunctionCode>CHG/FunctionCode>
<FunctionaIReferencelD>PeaFAGOKNUGGHYoS Try Whgi3d%i3d</FunctonalReferencelD>
<ID>12345</D>

<ssueDateTime>2017-09-17709:30:00Z</lssueDateTime:>

<issueLocationlD>RU MOW/issueLocationlD>

<TypeCods=EAV</TypeCode>

<AddiiomlDocument=

<IssueDateTime>2017-09-1TT00:00-00Z< TssueDateTime>
<issueLocationlD>RUMOW</issucLocationlD>

<ssueLocationName>Russian Federation, Moscow</lssueL ocationName:>

<Autbenticator>

<Name>The Chamber of Commeree and Industey of the Russian Federation (CCl of
Russia)</Name>

<ID>1027746000853</1D>

<RoleCode>AX</RoleCode>

<Address>

<TypeCade>2</TypeCode>

<CityName>Moscow</CityName>

<CountryCode>RUS/CountryCode>

<Line>llyinka 6/1, | Moscow, Russian Federtion</Linc>
<PostcodelD>109012</PastcodeID>

<iAddress>

<Authenticator>

<LPCOAuthorizedParty>

“Name>RostovVinTrade</Name>

<ID>1234567890987/1D>

<RoleCode>DT</RoleCode>
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<Address>
<TypeCode>2</TypeCode>

<CityName=Rostov-on-Don</CityName>

<CouniryCode>RU</CouniryCode>

<Line>Rostov-on-Don, Lenina i, 13, Russia</Line>

<PostcodelD>344012</PostcodelD>

<IAddress>

<ILPCOAulhorizedParty>

</AdditionalDocument>

<Addionallnformation>

<StatementCode>R TR</StatementCode>

<StatementDeseription>ssued Retroaetively</StaementDescription™
<LimitDuteTime>2017-09-16T00:00:007/LimitDateTime>

</Additonallnformation>

<GoodsShipment

<ExportationCounteyCode>RU</ExportationCountryCode>

<Additionallnformaiion>

<Content>Invoice will b issue ate by Asia Grocery Distibution Limited. Address : 41 How
Ming Factory Building, 99 How Ming Street, Kyvun Tong</Conient>
<StatementCode>TCI</StatemenCode>

<StatementDescriptionThird County Invoice</StatementDeseription
<Additionallnformation>

<Consignee>

<Name>LEE KHOA TRADING</Name>

<RoleCodeCN</RoleCode>

<Address>

<CityName>Hanoi</CityName>

<CountryCode>YN<(CountryCode>

<Line>Add. 44/4 Dang Van Nga St Dong Da Distr Hanoi, Viet Nam, 115000 </Line>
<Address>

<(Consignee>
<Consignment>
<BorderTransportMeans>
<TypeCode listAgencyNam
<BorderTransportMeans>
<LoadingLocation
‘<Name>Russiian Federaton, Moscow</Name>
<ID-RUSVO</ID>

<LoadingLocation>

<UnloadingLocation>

<ID>VNHAN</D>

</UnloadingLocation

<Consignment>

<DeliveryDestination>

<Address>
<CountryCode>VN</CountryCode>
<Address>

<IDeliveryDestination>

“Exporter>
<Name>RostovVinTrade</Name>
<RoleCodeEX</RolcCade>

<Address>

EAEU"40</TypeCode>
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<TypeCode2 <TypeCode>
<CityName>Rostov-on-Dan</CityName>
<CountryCode>RU</CouniryCode>

“Line>Rostov-on-Don, Lenina st, 18, Russia, 344012</Linc>
<IAddress>

<Exporter>

<GovernmentAgencyGoodsltem>

<SequenceNumeric> | </SequenceNumeric>

<~Commodity>

“DescriptionSparkling wine</Descrption>

<CountQuanity unitCode="796">164</CountQuantity>
<Classifieaion>

<ID>2204101100</1D>

<IdenificationTypeCode>HS code</IdentifcationTypeCade>
<Classification>

<GoodsMeasure>

‘<GirossMassMeasure uifCode="166">80</CirossMassMeasure>
<NelNetWeightMeasure unitCode-166"60</NetNetWeightMeasure>
</GoodsMeasure>

<ProductName>

<Name>Rostovskoye [grstoye</Name>
“NemeQualifierCode>brand name</NameQualifierCode>
<ProductName=

</Commodity>

<ori

“RuleCode>WO/RuleCode>
<(Origin>

<Packaging

<QuantityQuantity>1 </QunityQuanity>
<TypeCode=32</TypeCode>

<Packaging>

<GovernmentAgencyGoodslien>

<Govermment AgencyGoodsliem>
<SequenceNumeric>2</SequenceNumeric>

<Commodity>

<Description>Dry white wine</Description>

‘<CountQuanity unitCode="796">144</CouniQuanity>
<Classifcation>

<ID>2204210700</1D>

<IdentfcationTypeCode>HS code</IdentificationTypeCode>
<(Classfication>

<Goodsheasure>

<GrossMassheasure unitCode~"166">70</GrossMassMeasure>
<NetNet WeightMessure unitCode="166">55</NetNet WeightMeasurc>
<(GoodsMeasure>

<ProduciName>

“Name>TSIMLYANSKY RESERVE</Name>
<NameQualifierCode>brand name</NameQuaifierCode>
<IProductName>

<iCommodity>

<Origin>

<RuleCodeWO</RuleCode>
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“Packaging>

<QuantityQuantiy1</QuantiyQuantity>
<TypeColeD2</TypeCode>

ackaging>

<IGovemmentA gencyGoodsiem>
<CGovernmentAgencyGoodsliem™
<SequenceNameric=3</SequenceNumeric>

<Commodity>

“Descriptionvodka</Descripion™

<Coun{Quanity uniCode-"706">144</CountQuaity>~
<Classification

<ID>2208601 100D~

<ldentificatonTypeCode-HS code</identificationTypeCode>
<Classifcation

<GondsMeasure>
<GrossMassMeasur uniCod
<NetNetWeightMeasur uniCode
<GoodsMeasure>
<ProduciName>

<Name>Atuman Platoy</Name>
<NameQualiferCode>brand name</NomeQualfierCode>
<MProduciName>

<ICommodity>

<Origin-

“RuleCode>WO<RulCode>

Origin>

<Packaging>

<CQuanttyQuantty>1 < Quantty Quanity>

<TypeCode>32</TypeCode>

<acaging-

<GovermmentAgeneyGoodslcr>

<lmporter>

<Name>LEE KHOA TRADING</Name>

<RoleCode>CN</RoleCode>

<Address>

<TypeCode-2<TypeCode>

<CityNamme>Hanoi/CityName>

<CountyCode-VN<(CoumiryCods>

<Ling>Add. 44/4 Dang Van Ngu Sir. Dong Da Disr Hanoi, Vict Nam, 115000 <[Line>
<IAddress>

<Timporter-

<Invoice>

<ID-12345/1D>

<lssueDateTime>2017-08-1700:00:007IssucDcTime>
<TypeCode>02017<TypeCode>

<SequenceNumeric>1</SequenceNumeric>

<Tnvoice>

<Invoice>

<ID-12333/>

<IssueDateTime>2017-08-17T0000:00ZlssuDateTime>
<TypeCole-0201T</TypeCode>

166"60</GrossMassMessure>
166°50NetNetWeightMeasure>
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<SequenceNumeric>1</SequenceNumeric>
<nvoice>

<nvoice>

<ID>12444</D>
<IssueDateTime>2017-08-1§T00:00:00Z</IssueDateTime>
<TypeCode>02017</TypeCode>
<SequenceNumeric>2</SequenceNumeric>

<Nnvoice>

<Invoice>

<ID~12555<D>
<ssueDateTime>2017-08-197T00:00:00Z</lssueDateTime>
<TypeCode>02017</TypeCade>
<SequenceNumeric>3/SequenceNumeric>

<favoice>

<(GoodsShipment>

<PreviousDocument>

<ID>120971D>

<IssueDateTime>2017-09-01 T00:00:00Z</IssueDatcTime>
<TypeCode>861</TypeCode>

<[PreviousDocument>

<int:RootDocument>

<isoap:Body>

<lsoupiEnvelope>

Table D2
Example of electronic message “Notice on the results of processing of information”
(ESS.VN.MSG.002)

<soap:Envelope ximnssoap="Tit:/www 3. 200305 soap-envelope”
minsium="urn EEC:Interaction:v1.0” xmnswsa—"hip: /s 33.0rg 2005 08 adressing™
<soapiHeader>

<wsa To>ESS. VN VN<usaTo>

<wsa:From>

<wsAddress>ESS VN RUS st Address>

<AvsacFrom>

<wssiActionr3/CERTIFICATE/D./ESS. VN.PRC.001/ESS.VN. TRN.ODI/ESS.VN.MSG 002/
et Action>

<wsaMessagelD>urm-uid:$Sec361 1-b3bd-cfiaebb-ol2odadSd20e</wsa; MessagelD>
<wsa:Reltes To>urmuuid dbas 6-bbb3-47¢3-41b2-a9a9acces8dde/wsa Reltes To>
<soupHeader>

<soap:Body>

<nl:RootDocument xsi:schemal ocation="uen:wco:dtamodel:WCO-Declaraion:
Response.xsd xminsoxsi="ip:/ w3 org/ 2001 XML Scheminsancs”
xminsn]="um:weo:datamodel:WCO:Declaration:3">

<Addionallnformation>

<StatementDescription-Success</StatementDeseription>

</Additonallnformation>

<Sats>

“NameCode>0</NameCode>

“RelcaseDateTime>2017-09-1 TT12:33472/ReleaseDatcTime>

<iStatus>

“Declaration>
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“Business process” ~ a set of interrelated operations and procedures. for
implementation of the electronic information exchange;

“Verification” - the procedure for confirming the authenticity of the certficate
of origin;

“External Gateway” —a subsystem of the Integrated information system of the
Union that provides interaction with the National Single Window of Viet Nan;

“Information Protection” ~ development and implementation of a set of legal,
organizational and technical measures to identfy, achieve and maintain the
confidentiality, integrity and availability of information and processing facilties in
order to eliminate or minimize unacceptable risks for the participants of information
exchange;

“lnitiator” — a participant of electronic information exchange initiating the
transaction;

‘Information system” — a set of information technologies and technical means

10 ensure the processing of information resources;

“Information resource” —an ordered set of documented information (databases,
other information arrays) contained in Information Systems;

“Communication channel” — the unidirectional network connection for

transmilting electronic messages;

“Classifier” — a systematic, structured and codified list of names of items of

classification;

“Commission” — the Eurasian Economic Commission which is a permanent
regulatory body of the Eurasian Economic Union in accordance with the Treaty on the
Eurasian Economic Union dated May 29, 2014;

“Integrated information system of the Union” — 4 set of geographically
distributed state information resources and information systems of authorized
authorities, information resources and information systems of the Eurasian Economic

Commission, combined by the national segments of the Member States of the Eurasian

Economic Union and the integration segment of the Eurasian Economic Commission;

“National Single Window of Viet Nam” — the mechanism which allows customs
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<FunctionalR efercncellY>6819dcd-0d4-4062-9e9b-40dFbclt</FunctionalReferencelD>
<ID>12345</D>

</Declartion>

<in:RootDocument>

<soupBody>

<isoapEnvelope>

‘Table D3
Example of electronic message “Notice on absence of information”
(ESS.VNMSG.003)

‘an:EEC:lnteracton:y 0" xmlns:wsa="Htp:/ v w3.org/ 2005 08 addressing™>
<soap:Header>

<wsa To-ESS.VN. VN<wsa‘To>

<wsaiFrom>

<wsaAddress>ESS VN RUS/wsa:Address>

<vsacFrom>

<wstzAction>(e//CERTIFICATE/,1/ESS. VN PRC.002/P.EE 02 TRN.002/ESS.VN.MSG 003/
s Action>

<wsaMessagelD>um uuid: 55361 1-b3bd-tefa-achb-o 2edadfd20e</wsa:MessagelD>

<wsa Relates To>umunid:23cc Tob-<S07-A04-0a78-4101 5206633 <nvsoRelates To>
<lsoupHeader>

‘ssoapiBody>

<l RootDocument xsi:schemalLocation-"
Response.xsd” xmlnsoxs-
xminsin1="umweardatamadel:WCO:Declaration:3
<Addionallnformation>
<StatementDescrption=Suceess</Statement Desciption™
</Additionallnformation=

<Status>

<NameCode>1</NameCode>
“ReleaseDateTime>2017-09-17T1233:472/RelesseDateTime>

<iStas>

<Declaraion>
<FunctionalReferencelD>f6819ded-011-40c2-969b-40d4b3c0e4 < FunctionalReferencelD>
<ID>12345</D>

</eclration>

<nl:RootDocument>

<sonpBody>

<isoapEnvelope>

Table D4

Example of electronic message “Request for information on the certificate of orig
(ESS.VN.MSG.004)

<soap:Envelope ximlns soap-"hitp:/wwww3.0rg/2003/08 soap-envelope”
xamlnsum="urn:EEC: Interaction:v1.0* il wsa="bitp: w3, org/ 2005 08 addessing™
<soapsHeader>

<wsaToESS VN RUSwsarTo

<wsaFrom>

<wsa:Address>BSS VN.VN<vst: Address>
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‘<wsa:From>
<wsa:Action=ri
wsaAction>
<wsaMessagelD>un:
<isoapiHeader>
<soap:Body>
<nsl:RootDocument xsischemaL ocaton"um:weo:datamodel:WCO:Declaation:
Requestasd" xminsoxsi="htp:/Awww. w3 org 2001/ XMLS chemasinstance”
mlnsins]="um:weodatamodel-WCO: Delaration: |

<ID>12345</D>
<lssueDateTime>2016-12-17T00:00:007</IssueDateTime
<issucl ocationID>RUMOW<issucLacationlD>
<TypeCodeEAV<TypeCode>

< :RootDocument>

<soapiBody>

<lsoap Eavelope>

CTIFICATEA.I/ESS.VN.PRC.002/ESS. VN TRN.002/ESS.VNMSG.004</

23001 Tch-eS07-404 48784101 52066330 wsa:MessagelD>

Table DS
Example of electronic message “Information on the issued certificate of origin
provided in response to the request” (ESS. VN.MSG.005)

<soap:Envelope xmlnsisoap-"hitp/wvisew3,org 2003/0 soap-cavelope”
xmlnscum="umn:EC:Interacion:v1. 0" xminswsa-"hitpi v 3 org 2005 OR ddressing™>
<soap:Header>

<wsa To>ESS.VN.VN<AwsiTo>

<wsaFrom>

<weaAddress>ESS. VN RUwsai Address>

<hwsaFrom>

<wsa:Action>tr//CERTIFICATE/D. /ESS. VN PRC.002/ESS.VN.TRN.002/ESS VN.MSG 005</
s Action>

<wsMessagelD>urnuid: Scec-1221-45%-45£707 88452691 <wsa:MessagelD>
<wsaRelatesTo>umonid:23cefTcb-c507-404Faa78-4f01 522663 3u</wsa:Relates To>
<soup:Header>

<soap:Body>

<nl:RootDocument xs:schemal ocation-"urm-weo:datamodel: WCO:Declaration:2
Certificatexd xminsxsi="Thtp: v 3.0rg 2001 XML Schemna-instance”
xmlnsin]=“um:weo:datamodel:- WCO:Decliration 2"

<CancellationDate Time>2017-12-17T00.00:00Z</CancellatinDteTime>
<EffectiveDateTime=2017-10.15T00:00:00Z</FfectiveDateTime>
<EpirationDateTime>2015.09-17T00:00:007 < ExpirationDateTime>
<FunctionCode>CHGTunctionCode>
<FunctionalReferencelD>PeaF AGOKNUGHYoSTry Whg % 3d</FunctionalReferencelD>
<ID>123451D>

<lssueDateTime=2017-09-17T09:30:007 < TssueDateTimes

<issuel ocationlD>RUMOW</issucL ocaionID>

<TypeCode>EAV=TypeCode>

<AddionalDocument>

<ssucDateTime=2017-09-17T00:00-007</IssucDateTime>
<issueLocationID>RUMOW<issucL ocationlD>

<IssueLocationName>Russian Federation, Moscow</lssueLocationName>

“Authenticator>
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‘<Name>The Chamber of Commerce and Indusiry of the Russian Federation (CC1 of
Russiay</Name>

<ID>1027746000853</1D>

<RoleCade>AX</RoleCods>

<Address>

<TypeCode=2</TypeCode>

‘<CityName>Moscow</CityName>
<CountryCode>RUS/CouniryCode>

<Line>liyinka 6/1, | Moscow, Russian Federation</Line>
<PosicodelD>109012</PosteodeID>

<Address>

</Authenticator>

<LPCOAuhorizedParty>

<Name>RostovVinTrade</Name>

<ID>1234567890987/1D>

<RoleCode>DT</RoleCode>

<Address>

<TypeCode>2</TypeCode>

<CityName>Rostov-on-Dan</CityName>
<CountryCode=RU</CouniryCode>

<Line>Rostov-on-Don, Lenina s, 18, Russia</Line>
<PostcodelD>344012PostcodelD>

<IAddress>

<ILPCOAuthorzedParty>

</AdditionalDocument>

<Additiorallnformaon>

<StatementCode>R TR</StatementCode>
<StatementDescription-1ssued Retroctively=/StatementDeseription™
<LimiDateTime=2017-09-16T00:0000Z</LinitDateTime>
</Additonallnformation>

<GoodsShipment-
<ExportationCountryCode>RUS/ExporttionCountryCode>
<Additionallnformaion>

<ContentInvoice wil be isued latr by Asia Grocery Distribution Limited. Address < 4 How
Ming Factory Building, 99 How Ming Steet, Kwvun Tong</Content>
<StatementCode>TCI</StatementCode>

<StatementDescriptionThird Country Invoiee<StatementDeseription™
</Additionalinformarion>

<Consignee
<Name>LEE KHOA TRADING</Name>
“RoleCode>CN</RoleCade>

<Address>

<CityName>THanoi</CityName>
<CouniryCode>VN</CountryCode>

<Linc>Add. 44/4 Dang Van Ngu St Dong Da Disr Hanoi, Viet Nam, 115000 </Line>
<Address>

<(Consignec>

<Consignment>

<BorderTransportMeans>

<TypeCoe listAgencyName="EAEU"40</TypeCode>
<MorderTransportMeans>

<LoadingLocation
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“Name>Russiian Federation, Moscow</Name>
<ID-RUSVO</ID>
<ILoadingLocation>
<UnloadingLocation
<ID>VNHAN</D>
</UnloadingLocation>
<(Consignment>
<DeliveryDest
<Address>
‘<CountryCode>VN</CountryCode>
</Address>
<MDeliveryDestination>
<Exporter>
Name-RostovVinTrade</Name>
“RoleCode>EX</RoleCode>
<Address>
<TypeCode=2</TypeCode>
<CityName>Rostov-on-Don/CityName>
‘<CountryCode>RU<CountyCode>
<Line>Rostov-on-Don, Lenina st, 18, Russi, 344012</Line>
<iAddress>
<Exporter>
<GovermentAgeneyGoodsltem>
<SequenceNumeric=1</SequenceNumeric>

ity>
lon>Sparing wine</Description>
‘<CountQuantity unitCode="796"> 44</CouniQuantty>
<Classification>
<ID>2204101100</D>
<UdentificationTypeCode>HS code<IdentificationTypeCode>
<(Classification>
<Goodsheasure>
<GrossMassMeasure unitCode="166">80</GrossMassMessurc>
“NetNetWeightMeasure unitCode-"166"60</NetNet WeightMeasure>
</GoodsMeasure>
<ProduciName>
<Name>Rostovskaye Igristoye</Name>
<NameQualifierCode>brand name</NameQualifierCode>
<ProdiciName>
<HCommodity>
<Origin>
<RuleCode>WO</RuleCade>
<(Origin>
<Packaging>
“QuanityQuantity>1</QuantityQuanity>
<TypeCode=32-/TypeCode>
<Packaging
“iGovernmentAgencyGoodslien>
<GovemmentAgencyGoadsliem>
<SequenceNumeric>2</SequenceNumeric>
<Commdity>
<Description>Dry white wine</Deseription>
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<CountQuantity unitCode~"796">144</CountQuantity>
<Classifcation>

<ID>2204210700</1D>

<IdentificationTypeCode>HS codesIdentificationTypeCode>
<Classification

<GoodsMeasure>

<GrossMassMeasure unitCode="166">70</GrossMassMeasure>

66755 <INetNetWeightMeasure>

<ProduciName>
“Name>TSIMLYANSKY RESERVE</Name>
<NameQualifierCodebrand name</NameQualifierCode>
<ProductName>

<Commodity>

<Origin>

<RuleCode>WO</RuleCode>

<Origin>

<Packaging>

<QuantityQuantity>1</QuantityQuanity>
<TypeCode=32</TypeCade>

<IPackaging>

<GovernmentAgencyGoodsltem>
“<GovemmentAgencyGoadsliem>
<SequenceNumeric>3</SequenceNumeric>
<Commodity>

“<Description>vodka</Description>

‘<CountQuanity unifCode-"796">144</CountQuantty>
<Classifcation>

<ID>2208601100</1D>

<HdentificationTypeCode> S code</ldentficationTypeCode>
<Clasification>

<GoodsMeasure>

<GrossMassMeasure unitCode="166">60</GrossMassMessurc>
NetNetWeightMeasure unitCode-166">S0</NetNetWeightMieasure>
<(GoodsMeasure>

<ProduetNume>

<Name>Ataman Platov</Name>
<NameQualifierCode>brand name</NameQualifierCode>
<ProductName>

<Commodity>

<Origin>

<RuleCode>WO<RulkCode>

<LOrigin>

<Packaging>

<QuantityQuantity>1 <QuantityQuantity>
<TypeCole>32<TypeCode>

<Packaging>

<(GovemmentA gencyGoodsltem>

<Importer>

“Name>LEF KHOA TRADING</Name>
<RoleCode=CN</RaleCode>

<Address>
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<TypeCode>2</TypeCode>
<CityName>Hanoi</CityName>
<CountryCode=VN</CountryCade>

<Linc>Add. 44/4 Dang Van Ngu St Dong Da Distr. Hanol, Viet Nam, 115000 <ILine>
</Address>
<Mmporter>
<Invoice>
<ID>12345/1D>
<lssucDateTime>2017-08-17100:00:007TsueDateTime>
<TypeCode>02017</TypeCode>
<SequenceNumeric> | </SegquenceNumeric>
<nvoice>
<lnvoice>
<ID>12353</D>
<IssueDateTime>2017-08-17700:00:00Z/IssueDateTime:>
<TypeCode=02017<TypeCode>
<SequenceNumerie> | </SequenceNumeric>
<nvoice>
<Invoice>
<ID>12444</D>
<IsueDateTime>2017-08-1ST00:0:00Z</IssueDateTime>
<TypeCode=02017</TypeCode>
<SequenceNumeric>2</SequenceNumeric>
</nvoice>
<Invoice>
<ID>12555/1D>
<lssueDateTime>2017-08-19T00:00:007 lssueDateTime>
<TypeCode>02017</TypeCode>
<SequenceNumeric>3</SequenceNumeric>
<nvaice>
<GoodsShipment>
<PreviousDocument>

<ID>12097</1D>
<IssueDateTime>2017-09-01 T00:00:007</lssucDateTime:>
<TypeCode>861</TypeCode>
<PreviousDocument>
<n:RootDocument>

<isoup:Body>

<lsoapEnvelope>




document_image_rId116.jpeg
v
Appendix E. Directories and classifiers

Units of measurement Classifier (used in the Union)

‘Table EI

Code Name
166 Kilogram.
Hundred psces.
[ 1000 kilowatt-hour
130 1000 ltrs
T4 1000 cubic meters
798 Thousand picces
163 Grams
306 Gram fisile soiopes
162 Metric carais (learat-2+10 () kg
a5 Kilogram of dry (90% ) substance.
841 Kilogram of hydrogen peroxide
852 Kilogram of potassium oxide
859 Kilogram of potasium hydroxide
s61 Kilogram of nitrogen
863 Kilogram of sodium hydraxide
865 Kilogram of phosphorus pentoxide
867 Kilogram of uranium
305 Curie
iz Litre -
851 Liter of purs (100%) alcahol
006 Meter
055 Square meter
[T Cubic meter
715 Pair
i85 Capacity n ons
96 Picco
Units of measurement Classifier (used in the Viet Nam)
Name.
0w
10 picces
10 meters
100 picces
10051
100 GRANME
HMTR | 100 meers
HUNV [ 100 unts —
KSET [ 1000 scts
KPCE | 1000 pieces
KUNC | 1000 wnits
KROL [ 1000 olls
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Code

KPR 1000 pairs

KPKG | 1000 packs

1000 boses

1000 square meters

1000 pipes

1000 units:

1000 products

1000 unit

1000m2.

Ounce

‘Ounee (including package)

‘Ounce (including container)

Ounce (by metal content)

Ounco by dy weight)

Measurement Ounce

Picce

Pioce.

Barel

Piece

Set

Piccs

it

Can

U

Centimeter

Totte

cit

2

emd

it

CONTAINER

Pioce.

Unit -

Group of it

UNN [ Roll

ROL [ Roll

DM [dm

DMI [ dm2

PR pair

GLL | Galon

GRM | Gramme

GIl___| Gramme (incluing package]

GIC | Gramme (including container)

GMC__ | Gramme (by metal content)

GDW | Gramme (by dry weight)

PKG | Package

c lactoso contained

HLTR | Hoctolter

YRD [ Yard
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Code Name
¥DQ [ Cubieyard

YDK | Squareyord

INC_ [ Inch

ONK— [ Packbor

KL [Kiloler

KMTR | Kilometer (1000 meters]
KW Kilovatt hour

KGM | Kilogam

KIL_ | Kilogram incloding pockags)
KIC | Kilogram (incudin container]
KMC Kilogram (by metal content)
KDW | Kiogran (b dry weight
[k &

KVA_ [ KVA

LIEU | Dose

TR [Liner

QT [ Bt ier

10T Lot

UNL o

MTR | meter

MTQ | cublc meter

MK e meer

GRS | Millgams

MLT | Millters

MMTR | Millmeter

M2 mm2

MM

TH | Thowands

PP [Fipe

PP

LB Pounds

T Pounds (clafing prckage)
LIC [ Pounds inluding conaines)
LMC | Pounds by metal coneny)
LDW | Pounds by dry weight)
FOT [ Fen

FIQ | Cubic et =
FTK. Square feet

UNQ Picces

UNB [ QuyinTip

RAM [RAM

o1 | suin

STER | Ser

DZN [ Dosers

TIKGH | Quinal (100kg]

TAM | Fioce

INE | Ton =
MII | Tons inluding packs
MIC Tons (including container)
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Code Naime

NNC [ Toms (o i e

MDW | Tans (by dry weight)

LTN [ Long fons

TN Shorttoms

UNT | Piece

TO | Sheat

GRO_| Gross

T Gros omage

TRO [ Troy ounce.

DPT_ [ Tounage

BAG [Bag

UND__[Unit

UNV [ Unit

NI [ONIT

1BS [IBS -

Vi Grid

INGZ [ Tnck2

SYS | Syiem

RO Product
[PAIL [ Burred

Table 2
Classifier of transport and transportation of goods (used n the Union)

[ ode Name

i Sea ramspor”

% Railway transpori®

3 Road ransport®

a Air ransport®

30 Maling

gl Pipeline iramsport

7 Fower e

0 Inland waterway iranspor

% Vehicles transporied a goods under ther ow power

% Others

* Including any vehicle which is transported by said transport type.
Classifie of transport and transportation of goods (used in the Viet Nam)

Code Name

Rirroute

Sea route (eontines)

Sea route (un-containgr)

Land route (track)
Rail vy

EoERENE
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formation and electronic documents for

declarant on the Viet Nam side o send

performing of customs procedures and procedures of stafe management agencies
elated o exported and imported goods, as well as which allows the Authorised Bodies

of Viet Nam to receive the information necessary for performing of customs

procedures, providing the information exchange with the external gateway of the
Integrated information system of the Union;

“Business Process Operation” —a regular, epetitve action, which is part of the

range of functions, tasks of a certain Participant of the Business Process;
“Control Error” — a type of exception signals that oceurs when the notice
that the

received by the Respondent is checked, or the waiting time of the no

Respondent accepts the received information for processing expirs;
“Business process procedure” — a set of interrelated operations performed by

participants of the business process and aimed at solving a specific task within &

business process;
“Respondent” — a participant of electronic information exchange exchangi

messages with the Tnitator within the transaction:

“Service” — the process of providing users with information technology
resurces 10 ensure the performance of their business functions, which has the ability
0 perform the required functions in a given period of time;

certificate of origin form EAV issued by an authorized

“Certificate o origin”
body of the Party in accordance with Section 2 of Chapter 4 of the Agreement;

“Message” — a formalised information transmitted from the sender to the
receiver using information and tlecommunications networks;

“Dircctory” - a systemati, strutured and codified lst of information, that is
homogeneous n its content or substance;

“Transaction” —an elementary information interaction between two partcipants
of business process, which is carried out by each partcipant within its Business Process
Operation;

“Partcipant of the business process” — a participant of electronic information

‘exchange within the business process.
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Table E3

Classifer of documents types used for customs declaration
(used in the Union)

Code Neme
2 Transport (hipping) documens
0011 Billof ading.

Woybill fr s caiags of goods by waier ot

Railway invoice

TIR camet

ATA camer

Bggage check

e documents roquired by h e o iy rnsporition

Waybill under the Convention on the Conract fo the Iermtinal Carage o Goods

1956

7016 | Anotherwaybil o i cariage o goods By oad ransport.

02017 | Airwaybil

02018 | Trnspotdocuments vse Tt moverment f Eood trough ppelines or power

ransmisson lines

Postl waybil

‘General waybill for express delivery

Tndividual waybilforcxpress del

[ Packing List

Oter wansport ipping) 8

3 Docaments confiming he consumimation of foreig g ransaction o e documents

he rightof possssion, use and or) disposal of oods

‘Agsooment (contract), concluded when consummating the foreign rade transaction

Documents ammendingor supplementinthe document, he deailsof which re [ied

under code 03011

3013 | Document confiming consommatio of el forig fade ansacion

03014 | Documenssconfirming e right ofposssson,use and (o) disposal of goods i the
abxence of any ransaction

03021 Documents confirming the transfer of intellectual property rights (author, license
agrnt, cerifcate of egstrton of inellectua property, cotret fr se f the

ek and sl documents)

G022 | Docunents confimingth intrduetion o cireaion T goods devignaid by e
trademark wilhin th cusoms trrioryofthe Customs Union, with he consent o e

owner deleship, distributorship agréemens, it consent and syl documents)

[[03995 | Otier documentsconfirming e right T posessin,use and o) disposal of goods

s, Commereal documents —

0021 [ Invoie tothe Coniret —

04022 | Other seulementorcommereal documents nehaing s o e reeip o

purchase o goods i eail stores) =

G023 Bank documens (i th invoice is pad, depending on the condilons of orign rade

|” | contmc), as el as other payment docments reletng the valu of the goods

1025 Pro forma nvoce t0the Contrct -

04031 Invoice for the carriage (transportation), loading, unloading and reloading goods

04032 | Bank orothe payment documents for payment of transportaton costs, relecting (e
costofransportaon (transporation), loadin, inloadin and reoading goods

G55 Contrcton transprtation, losding, unloding orrloading goods ]
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Code Name

[04041 | Tnvoices for provision of broking services

01042 Bank o the payment docamentsfor provsion o Broking ervices

01043 Broking sevicesgreement -

04051 Documenson th el f goods andvervee provided o ctomers 58
at oo pries fo s i conncton withthe production snd e

GA06T | Ivoic comtaining nformsion on pyents for te se of el rope

09062 Bank paymentdocumcnts,acounting and e documents conaining nformion o
psyments for the use o niellchal propery

TOTT [ Documents neding ascouning) nd oo conaiing it ot o
income revenue) whi directly o indirelly i owed o te sl aa et of he
sbeen sl isposiionor ot mesnsof e of gods

GAORT | Tavoi that conain nfomation about h cotof pakaging Tt and o work
on e paclaing

0T Bk or ofhe pymen documets o h ot o packaging maeras and (o) work
on th packaging -

073 | Contract o hecos of cargo contaners, packagin, ackagin mterials and works
on pucaging

AT Accounting records of produce of gods being valid, which cont oo o
{ho ossofproducton or scquision of mteial,of roduction costs,u el 1
oleroperations el o h productio of mparied gods,commersal Invoices o
producer of oods being valued,prepard nsccordance with gnerly accsped
ccouning prncipes

ATOT [ nvoice o e cos f desgn, developmen, enginceing, arwork,drwings and
sictches !

GAT07 | Bank o othr piyment ocumentsonth oot o s, development, ginering.
arwork,dwing and sketches

GATTT| nvoie for provision o insirancesevics

04112 Dank o othr pyment docaments o the st of e servcss

4113 Tnunnce policy

8115 nurane conct

a1

04999 Other docamentsand inforation hiat 5 cisios appantca provids i supprt o

| i declared cusoms i

6 Docamens conlming and (o) conaaing oo S0 5 contry o g

06011 The certificate of origin (form CT-1;

06015 The cortifiatc of o (orm A) |

6014 Non referetial cetificat o origi (rera o)

06015 [ Advancerling n h countryoforigin

06016 Declration o orgin -

06017 The cotfate of g (form CT2)

O6018 [ The cetificat of rgin (o EAVY

(0699 Other documents confirmin th iz o goods





document_image_rId122.jpeg
R
Classifier of documents types used for customs declaration

(used in Viet Nam)
Code Neme
NV nvoice
BOL | BIL (Bill of Lading)
AWE | AWB (Air Waybil)
NS Detals of insurance
CON | Contract
ALL | All applicaion dossier
ETC_ | Other
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Appendix F. The description of web-services

Table FI
Description of Web-services in WSDL-format
<l version="1.0" encoding="u(f-"7>

<wsdl:defnitons xmns:tns="Tpy/empuri org/”
mweo:datamodel: WCO-Declartion:1 "

xminsls
xminsls 2-"um:weo datamodel- WCO Declaration 2"

xanlnsis 3="umiweo:datamodel:WCO Declaraion:3" xmins:sg="urn EEC:signal:v1.0"
amlnsiwsdl="hitpschemas xmlsoaporgvsdl”

anlnswsam-tp: w3 org 2007105 adressing metada
tp/fschemas ximlsoap org/wsdUsoap] 2/ name="EECYNCertificteServiee”

xminssoupl
{argetNamespace="hitp/tempuriorgl™

<wsdiypes>

‘<xsdischema xmlns:xsd="hifp: /w3, 0rg/2001 XML Scherma®
targetNamespace="Ttp:/empuri org” xmlns-s_1="urn:wco:datamodel:NCO:Declaration:

xmlnsls_2-"um:weo:datamodel- WCO Declration:2
xminsls_3="um:weodatamodel- WCO Declration:3” xmlns:sgn="um:
clementFormDefault="qualifed™>

<xsdimport namespace-~urnweo:datamodel:WCO:Declaration:
schemal ocation="Request xsd"/>

<xsdimpor namespace="urm:weo:datamodel: WCO:Declaration 2"
schemalocation="Certificate.xsd">

<xstimport amespace="urm:weo:datamodel: WCO Decl
schemal ocation="Response.xsd"’>

‘<xsdimport namespace~"um:EEC:signal:v1 0" schemal.ocaion
<xsd:element name-"sendCertificaeDetails">
<xdcomplexType>

<xsd:scquence>

<xsd:element name="RootDacument” typ
<sd:sequence>

<nscomplexType>

<hxsdlement=

<xsd:clement name-"sendRequestCertifcateDetails™
<xsdcomplexType>

xstsequence>

<xsdclement name-"RootDocumen” typ
stisequence>

<nsdcomploxType>

<ixsdlement>

<xstelement name="sendResulCertifcateDetails">
<xsd:complexType>

xsdsequence>

<xsdelement name-"RootDocumen” ty
<lxsd:sequence>

<ixsdcomplexType

<ixsdclement>

<xsd:element name-"sendSignal™
“xsdcomplexType>

<xdsequence>

signalv1.0"

sion:3"

EECSospSignal xsd />

Is_2:RootDocumentType"’>

I_1:RootDocumentType”r>

I 2:RootDocumentType’s>
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<xsd:clement name="Signal" type="sgn:Signal"’>
<ixsdsequence>

<hxsdcomplexType>

<xsdiclement>

“<xsd:element name="sendResull™>
<xsd:complex'Type>

<xsdisoquence>

xsdelement name="1s_3RootDocument” ty
<hxsdsequence:

<ixsd:complexType>

<isdclement>

<ixsd:schema>

<Awsdlgpes>

<wadlmessage name="sendCertificateDetals">
‘<wadlpart name-"pasameter" element-="ns:sendCerlificateDetils’
<iwsdlmessage>

<wsdlmessage name="sendRequesiCertificateDetils">
<wedl:part name-"parametes” element="tns:sendReques{CertfcateDetsls">
<hesdlmessage

<wadlmessige name="sendResultCertificateDetail">

<wsdlpart name~"parameters" clement="ns:sendResullCertificateDetails">
<wsdlmessage>

<wsdlmessage name="sendSignal"
<wadlpart name-"parametrs” clement-
<wsdlmessage>

<wadlmessage name="sendResult">
‘<wadlpart mame="parameters” clement
<wsdlmessage>

<wsdl:poriType name="EECVNCertficateSersice_Por(Type"™
<wsdlioperation name~"sendCertifcateDetils">

<wsdl documentaton"Providing information on the issued certificate of origin”
service</wsdl documentation>

<wadlinput name="sendCertficateDetails” message="tns:sendCertificateDetals”
‘wsam:Action="hit:/empuri org/EECVNCertificateService/sendCertiicateDetails">
<Avsdoperation>

<wadoperation name="sendRequesiCertificateDetails™>

<wsdl documentation"Receiving information about the cetificate of arigin”
service</wadldocumentation>

<wadlinput name="sendRequestCertfcateDetsls"
message="tns:sendRequesiCertificateDetais’

‘wsam: Action-"hip:/empuri org/EECVNCertificateService/sendRequestCertiicateDetail'V>
<AesdLoperation>

<wadoperation name="sendResultCertficateDetails™
‘<wadldocumenttion"Receiving results of processing containin information an the certificate
of origin” service</wsdl:documenation>

<wsdlinput name="scndResultCertificateDetail” message="tnssendResulCertifcateDetil
‘wsam: Action="hip:/empuri org EECVNCertificaeService/sendRasultCertifcateDetsls">
<hesdloperation>

<wsdoperation name="scndSignal">

<wadl:documenation"Receiving ofsignals on the current processing status™
service</wadldocumentution>

. 3:RootDocument Type”

twsisendSignal'/>

nssendResul?
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<wadlinput name="sendSignal” message-"tns sendSignal”
‘wsam: Action-"hit:/empr org/EECVNCertificateService/sendSignal”/>
<hvsdLoperation>

<wsdloperation name="sendResult™

<wadl documentation"Receiving of the processin resull” service</wsdlsdocumenttion>
<wsdlinput name="sendResult” message-"tns sendResul”

‘wsam:Action="hil:/tempui org/FECVNCertificateService/sendResull >
<hwsdLopertion

<hesdlportType>

<wadlbinding name="EECVNCertificuteService_Bindin
type-"ns:EECVNCrifcateService_PorType™
<soapl2:binding style="document” transport="hit:/schermas.xrolsoap.org/soap/hep>

<soapl2:body use-
<HsdLinput>
<hwsdEoperation>
<wsdloperation mame-"sendRequestCertificaieDetails">
<soapl2:operation soapActionRequired-="flse" style-"document”’>
‘<wsdinput name="sendRequesiCertficaeDetails™

<soap12body use-"lieral">

<wsdinpur-

<hwsdloperation>

<wadloperation name="sendResultCertificateDetails">

<soapl 2:operation soapActionRequired-="flse" style-"dacument”’>
<wlinput name="sendResultCertificateDetais’

<soap12:body use="literal"/>

<hsdrinput>

<twdloperstion>

<wadloperation name="sendSignal">

<soapl :operation soapActionRequired-="Rlse" style="document"’>
<wsdLinput name-"sendSignal">

“<soap12-body use="litera"/>

<dwsdlinput

<wsdloperation

<wadl-operaton name="sendResul">

<soapl2:operation soapActionRedquired="fase" syle="document”’>
<wsdlinput name="sendResul">

<soapl2-body use-"lteral"/>

<iwsdlinput>

<wsdloperation>

<wsdl binding>

<wslserviee name="EECYNCertficateService

<wadliport ame="EECVNCertificateService”

binding="tns EECVNCertificateService_Binding">

“soapl2:address location="itpempuri org EECVNCertficateService'/>
<iwsdlport>

<wsdlservice

<wsdldefnitons>
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In order to provide clear presentation of transferred information and message

Structures, tables are used. These tables contain the following columns:

quisite name / element” — common or official verbal mark of an electronic
information requisite or a message element;

“requisite description / deseription” —a text defining the meaning (semantology)
of an electronic information requisite or a message element:

“data type” — a verbal mark of possible values of an electronic information

requisite or a message cloment;
sty (optionality) and the pumber of

“mult” — requisite multiplicity  ne
possible requisite or message element repeitions

“To indicate the necessiy of filling clectronic information or message clement
Structure requisites,the ollowing notations are used in “mlt” column

1

11— a requisite clement) is obligatory, shall be repeated n times, n > 1

a requisite (lement) is obligatory, no repetitions are allowed;

0.1 - a requisite (clement) is optional, no repetitions arc allowed:

0.~ a requisite (element) is optional, can be repeated without restictions;

0.1m — a requisite (element) s optional, can be repeated o more than m times,
m> 1

1.2 —a requisite (clement) s obligatory, can be repeated without resirictions;

n.# ~a requisite (clement) is obligatory, shall be repeated atleastn times, n > 1:

.m ~ a requisite (element) s obligatory, must be repeated at least  times and

not more than m times, n > 1,m > .

IV, Generalinformation
4.1 General principles of the electronic information exchange
Electronic information exchange within the EOCVS is intended to ensure the
possibility to verify authenticiy, issuance and content of the issued certificates of
origin.
HOCVS is developed o crete databases of certificates of origin issued by

authorized bodies of exporting countries available for customs authorities of importing.
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countries to verify the issuance and the content of issued certificates of origi

Information from cerlificates of origin is exchanged between the participants
within the EOCVS on a regular basis by means of electronic messages exchange.

Partcipants of electronic information exchange ensure the development and
maintenance of structured information resources containing current information on
certificates of origin, as well as information systems that support services for clectronic
information exchange.

Requirements for composition and structure of data used in data exchange are
defined based on international standards and generally accepted initatives in the field
of electronic data exchange (including the Data Model of the World Customs
Organization),

These Technical Specificarions do not include requirements for unification of
database structures and rules for their organization and functioning. Such requirements
are defined at the national level

Electronic  information exchange participants ~shall protect  transmitted
smation (including protection of information authenticity and integrity), s well as

protect information from unauthorised access, destruction, change and prevent
inappropriate storage.

Flectronic. information exchange participants. submitting information shall
ensure the completeness and correctness of information on issued certificates of origin
provided within the EOCVS to enable the participants recciving information to check
the issuance of certificates of origin and the authenticity of information contained.

Electronic information exchange participants shall provide 24-hour functioning

of information resources and information systems, as well as related services.

42, Participants of electronic information exchange
‘The electronic information exchange involves:
1. Contral customs authorites of the Member States and Viet Nam receiving
information on the issued eertificates of origin for their verification:
‘The State Revenue Committee of the Republic of Armenia;

The State Customs Committee of the Republic of Belarus;
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The State Revenue Commiltee of the Ministry of finance of the Republic of
Kazakhstan;

“The Customs Service under the Minisry of Finance of the Kyrgyz Republic;

“The Federal Customs Service (the Rusian Federation);

‘The Ministry of Finance (General Deparument of Viet Nam Customs) of the

Socialist Republic of Viet Nam.
2. Authorized bodies of the Member States and Viet Nam providing informat

on certificates of origin:
“The Chamber of Commerce and Industry of the Republic of Armenia;
‘The Chamber of Commerce and Industry of the Republic of Belarus;
“The National Charmber of Entrepreneurs of the Republic of Kazakhstan;
“The Chamber of Commerce and Industry of the Kyreyz Republic;
“The Chamber of Commerce and Industry of the Russian Federation;
“The Ministry of Industry and Trade of the Socialist Republic of Viet Nam.

43 The main technical solutions

Electronic information exchange within the EOCVS is carried out by its
participants using the Integrated Information System of the Union (hereinafier referred
t0 a5 “the 11S") and the National Single Window of Viet Nam.

“The information transmitted by the authorized bodies of Viet Nam, using the
National Single Window of Viet Nam faclites through the Extenal Gateway services
is received by the TIS and then it is routed to the central customs authorities of the
Member States through the relevant national segments of the Member States.

“The information transmitted by the authorized bodies of the Member States
through the relevant national segments of the Member States,is transmitted to the IIS,
enters the External Gateway and then it is transmitted through the services of the
National Single Window of Viet Nam to the customs authorities of Viet Nam.
Electronic information exchange within the EOCVS is carried out by its paricipants at
the logic levels, such as transport, technological and application levels.

Procedures of electronic information exchange at the transport level between the

External Gateway and the National Single Window of Viet Nam ensure data delivery
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via HTTP protocol.

Electronic. information exchange between the Extemal Gateway and the
National Single Window of Viet Nam at the technological level is implemented by
means of messages in the SOAP format.

Procedures of electronic information exchange at the application level provide
exchanging of electronic data (hereinafter referred to as “the applied data”) between
the partcipants of electronic information exchange through messaging,

Electronic information exchange at the application level is carried out by
asynchronous interaction in which the sender resumes his work immediately afier
sending the message without waiing for the response from the recipiet.

The requirements to the structure and format of messages as well as the
procedure of messaging at the technological level are established in accordance with
Sections VI and VI of these Technical Specifications,

4.4 Requirements for unigue identification of information
A unique identifieris assigned to each document in electronic form used within
the electronic information exchange.
“The following information is used as a unique identifier of the certificate of
origin issued by the authorized body of the Party.
Registration number of the certificate of origin;

Certificate of ori

type;

Country of ssuance

Date of certification (issuance of the certificate of origin);

“The unique identifier of an electronic message specified in the header block at
the technological level is the UUID electronic message identifier as RFC 4122
‘Specification (hipiww.ietf.org/e/rfc4122.tx0).
Cohesiveness of clectronic messages at the technological level is determined by

the identifier of cohesive message sent in the header block.
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V. Description of business processes of electronic information exchange (information
exchange regulations)

5.1. Description of electronic information exchange participants' roles within

business process implementation
The roles of business process participants within the EOCVS are listed in

Table 1
Table |

“The list of business process participants'roles

Designation Name Deseription

an authorized body of an
exprting county which
colects, stors and submits
current nformation on
certfcates of origin 108
receiving customs authority

athorized body-information

ESSVNACT00! [

4 customs authority of an
importing couney which
customs suthorty-information | eeofes: procesos and sores
receiver cerifictesof orign submitied
by authorized o body

ESSVNACTO02

Within the EOCVS the authorized bodies develop and maintain their own
information resources containing electronic information on certificates of origin.
During business process exceution customs authorities-information receivers develop
and maintain the information resources containing electronic. information about
cetificates of origin provided by authorized bodies-information owners.

Business process procedures are provided in Table 2.
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Table 2

Business process procedures

Deseription of the business process structure is shown in Figure 1

N
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Figure 1. Business process structure
5.2 Business process procedures

52,1, The procedure “Providing information on the issued certificate of origin”

The procedure “Providing information on the issued certificate of origin” shall
be carried out within 4 hours after the authorized body-information owner performs
one of the following procedures

issuance of the original certificate of origin;

issuance of the duplicate of certificate of origin;
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issuance of the certificate of origin in substitution of the original certificate of
origin;

annulment (recall) of the previously issued original certficate of origin, the
duplicate of certficate of origin, or the certficate of origin in subsitution of the
original certificate of origin;

inclusion of information related to it in the information resource containing
information about certficates of origin.

The scheme of the procedure “Providing information on the issucd certifi

of origin is provided in Figure 2.

Authorized body-nformation owner Costons auhory-ifomton eeiver

Trnsering informaton a he Gertiaesof g fomationon
{sued cerifas o orgn heisued st oforg
(ESSVN OPRODI)

femed)

[—
o o it
promeiics ooy o s st

o] (ESSVNOPROD)

Receving i poccsing o et
onte sl of procsngof
informaton o th sed et of
origin
(EssvOmom)

L]

Figure 2. Scheme of the procedure “Providing information on the issued cerfificate of
arigin
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“The operation *Transferring information on the issued certificate of origin” is
carried out first, followed by preparing and providing information on the issued
(annulled, recalled) certificate of origin to the receiving customs authority by the

authorized owning body.
cives information on the issued

When the receiving customs authority re
(annulled, recalled) certificate of origin, the procedure “Receiving and processing of
information on the issued certificate of origin” shall be carried out, followed by
receiving, processing and providing notice on the results of processing fo the
authorized owning body by the receiving customs authority.

When the authorized owning body receives the notice on the results of
processing from the receiving customs authority, the procedure “Receiving and
processing of the notice on the results of processing of information on the issued
certficate” is carried out. Based on the results of this operation, the authorized
‘owning body processes the received notice.

The result of the procedure “Providing information on the issued cerificate of

ate of

origin” s the provision of information o the issued (annulled, recalled) certi
origin by the authorized owning body and its processing by the receiving customs
authority.
“The list of operations carried out under the procedure “Providing information
on the issued certificate of arigin’ s given in Table 3
Table 3

List of business process operations carred out within the procedure “Providing
information on the issued certificae of origin” (ESS.VN.PRC.001)
B ]

Designation Name Deseription

ESSVNOPROOI | transfering information on the issued provided i Table 4
certfcat of origin

ESSVNOPRO0 | receiving and processing of information on | provided in Table 5.
the ssued certificate oforgin

SSVNOPROO | receiving and processing of the notice on | provided in Table 6 |
the tesuls of processing of information on
the issued centificate of origin
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The description of the operation “Transferring information on the issued
certificate of origin® (ESS.VN.OPR.001) is given i Table .
Table 4

Deseription of the operation “Transferring information on the issued certificate of
origin” (ESS.VN.OPR.001)

No Element Descrpiion
| [Designtion | ESSVNOPROOI
2| Operation Transforingof information n the ssed cerificate ofoigin |
3| Executor authorized bods.-information owner
4 Exceution conditons camied out within 4 hours after the crifcate of origin s

ssued (annulled,recalled),and the exceutor ncludes
information on it nto the nformation resource

5 [Restridions the format and sructur of the information provided shal be
i aceondance with the descrption provided in Appendix B

6| Operation descripton e exceutor prepares nformation on the ssued annulld,
reclled) cetificate of origin and provides the receiving
customs uthory with it

7| Resulis information on the issued (annulled, recalled) cerificate of
erigin i prepared and transferred o the receiving customs
authority

“The description of the operation “Receiving and processing of information on
the issued certficate of origin” (ESS.VN.OPR 002) s given in Table 5.
Table 5

Description of the operation “Receiving and processing of information on the issued
certificate of origin” (ESS.VN.OPR.002)

No. Element Description

1 [ Designation ESSVN.OPR002

2| Operato receiving and processing of information on he ssued
cenificat of rigin
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No. Element Description
T3 [Ereouor customs authorty-information recever
4| Exceution conditons carried out after th exccutorreceives information on the
ssued (annulled, recalled) certificat of origin (he operation
ransfering information on the issued certifcte of oigin”
(ESS.VN.OPR.001))
5| Resictons e format and structure of provided information shall
comply with the deseription provided in Appendix B
& | Operation descripion he xceutor eceives and checks nformation on th isucd.
(annulled, recalled)ceriicte of orign and provides the
uthorized owning body vt the noce on the resuls of
information pocessing
7 [Resuls information o th isued (annulled, recaled)cerificte of

erin i processed, and the authorized ovwning body i
provided with the otice o the results

“The description of the operation “Receiving and processing of the notice on the

resulis of processing of information on the issued certificate of origin”
(ESS.VN.OPR003) s given in Table 6

Table 6

Description of the operation “Receiving and processing of the notice on the results of
processing of information on the issued certificate of origin” (ESS.VN.OPR.003)

No. Element Deseription

I [Designation ESS.VN.OPR003

2 [Operation receiving and processing of the notice o the results of
processing of information on the issued certifcat of origin

3| Bxecutor ‘authorized body-information ovner

4 [ Exccution conditions carred out aftr the exceutor receives the notice on the
tesults of processing ofinformation (the operation
“Receiving and processing of information on the issucd
cerificate of oigin” (ESS.VN.OPR.002))

5 [Restricions the format and strueture of the information provided shall be

in accondance with the description provided in Appendix 1
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No. Element

Description

6| Operation description

the executor eceives and processes the notce on the resuls
of processing o iformation on the issued (annulled,
reclled) certifcae of origin

7 [Resulis

he ntice on theresults of processing ofinformaton
processed

52.2. The procedure “Receiving information on the certificate of origin”

If necessary the receiving customs authority can generate & request to confirm

the authenticity of a certain certificate of origin. The scheme of the procedure

“Receiving information about the cerifcate of origin” s given in Figure 3,

The procedure “Receiving information on the certificate of origin’ is carried

out by the receiving customs authority upon the request, if the information on the

issued certificate of origin is necessary. The authorized body-information owner,

having received such a request, generates the response containing the requested data

or information about their absence.
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Figure 3. Scheme of the procedure “Rece
origin”

ng information on the certificate of
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The operation "Requesting information about the certificate of origin” is
carried out first, according to the results of which the customs recipient body forms
and sends 10 the authorized authority-owner of the information request to provide
information about the certificate of origin.

When the request for providing information on the certficate of origin s
received by the authorized owning body, the aperation “Providing information on the
certificate of origin” is carried out, based on the results of which the authorized
owning body generates and sends current information on the certificate of origin or
notice on absence of information complying with the parameters of the request to the
receiving customs authority.

When the receiving customs authority receives current information on the
certificate of origin or the notice on absence of information complying with the
parameters of request, the operation “Receiving and processing of information on the
certificate of origin® is carried out, followed by the processing of roceived
information by the receiving customs authority.

The result of the procedure “Receiving information on the crtificate of origin”
s the receiving and processing of current information on the certain cerificate of
origin or notice on the absence of information complying with the request parameters
by the receiving customs authoriy.

The list of business process operations carried out within the procedure
cceiving information on the certificate of origin” (ESS.VN.PRC.002) is given in

Table 7.
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Table 7

List of business process operations carried out within the procedure “Receiving
information on the certificate of origin” (ESS.VN.PRC.002)

Designation

Name Description

ESS.VN.OPR.004

fequesting for information sbout the provided in Table §
certifcate of origin

ESS.VN.OPR.005

providing information about certificate of | provided in Table 9
arigin

ESS.VN.OPR 006

receiving and processing of information on | provided in Table 10
the certificate of origin

“The description of the operation “Requesting for information on the certificate

of origin” (ESS.VN.OPR.004) is given in Table §.

Description of the operation “Requesting for information on the certificate of origi

Table 8

(ESS.VN.OPR.004)
No. Element Description

I [ Designation ESS.VN.OPR 004

2 |Operation requesting for information on the certificate of origin

3 [Executor customs suthority-information receiver

4 | Execution conditions performed if necessary to receive information about the.
certificate of origin by the customs authority-
information recciver

5 |Restrictions the format and structure of the request shall be i
accordance with the description given in Appendix B

6 | Operation description the exceutor generates and sends a request for
providing information about the cerlificate of rigin to
the authorized body-information owner

7 [Results the request for providing information about the
certificate of origin is sent o the authorized body-
information awner
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roviding information on the certificate of

“The description of the operation
origin” (ESS.VN.OPR.005) is given in Table 9.
Table 9

Deseription of the operation “Providing information on the certificate of origin”
(ESS.VN.OPR.005)

Element Description

1| Designation ESS.VN.OPR.00S

2 [ operation providing information on the certificate of origin

3| Exceutor authorized body-informatian owner

4 | Execution conditions carried out aftr the request for providing information
o the certificate of origin (the operation “Requesting
for information on the cerifiate of orgin”
(ESS.VN.OPR004) s received

5| Restietions the format and structue of the request and the provided
information shal b in acordance with the deserption
siven n Appendix B

description the exceutor checks the received request, generates and
scnds current information on the cerificate of orgin or
the notice on absence of information complying with
the request parameters, indicating the code of the
processing result, corresponding (o the absence of
information, o the receiving customs authority

6 | Operaii

7 [Resus information on the certificate of origin or the notice on
absence of information complying with the request.
parameters is provided to the receiving customs
authority

The description of the operation “Receiving and processing of information on

the certificate of origin” (ESS.VN.OPR.006) i given in Table 10.
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Table 10

Description of the operation *Receiving and processing of information on the
certificate of origin” (ESS.VN.OPR.006)

No. Element Description

1 [Designation ESS.VN.OPR 006

2| Operation teceiving and processing of nformation on he
cerifcae of origin

3| Executor customs authority-information receiver

carried out aftr information on the certficate of origin
or notice on the absence of information complying
with the request parameters (the operation “Providing
information on the certificate of origin”

4| Exccution con

(ESSVN.OPROGS) i provided

5 |Restrictions the format and structure of the provided information a
Shallbe inaccordance it the desciption given in
Appendix B

& [ Operaton desciption e exceutor processesth rceived informaton

7 [Resuls e nformation about the crtficate of orgin or the

noiification on absence of information complying with
the parameters of the request i received and processed

Regulation of interaction during the implementation of the business process

Information  interaction of participants during the implementation of the

business process is carried out through transactions.
Information interaction defines the order of execution of transactions. Each
transaction is the exchange of messages between the participants of clectronic
information exchange in order to synchronize the statuses of information resources
containing information on certficates of origin. For each information interaction, the
relationships between operations and the corresponding transactions are defined.
Within the operation (the initiating operation) one participant of the elecironic
information cxchange (the initiator) shall provide another participant of electronic

information exchange (the respondent) with  message, in response to which the
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tespondent shall send a response message within the operation he performs (the

receiving operation).
Messages exchanged within the business process shall be formed in accordance

with the requirements specified in Section VI of these Technical specifications.
Table 11 presents a relationship between the operations, intermediate and
resulting states of information objects of business process and transactions for cach

Business Process Procedure.
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‘The list of transactions

Table 11

Operation performed by the.
Iniiator

Intermediate sate of
information object of the
business process.

Operation performed by
the Respondent

Resulting state of
information abject of the
business process

Transaction

Providing information on the issued certificae of origin (ESS.VN.PRC.001)

transferring information on the
issued certificate of origi
(ESS.VN.OPR.00I)

receiving and processing of
the notice on the results of
processing of information on
the issued certifcate of origin
(ESS.VN.OPR.003)

certificates of origin
(ESS.VN.BEN.001):
information on the issucd
certficate of orgin is
transferred

receiving and
processing of
information on the
issued certificate of
origin
(ESS.VN.OPR.002)

certficates of origin
(ESS.VN.BEN.001):
information on th
certificate of origin is
received

ued

providing information on
the issued certificate of
origin (ESS.VN.TRN.001)

Receiving information on the certficae of origin (ESS.VN.PRC.002)

requesting for information on
the certificate of origin
(ESS.VN.OPR.004)

receiving and processing of
information on the cerificate
of origin (ESS.VN.OPR.006)

cerificates of origin
(ESS.VNBEN.01):
information on the issued
cerdficate of oigin is
requested

providing information
on the certificate of
origin
(ESS.VN.OPR.00S)

certficates of origin
(ESS.VN.BEN.001):
information on the issued
certficate of origin is
provided

certficates of origin
(ESS.VN.BEN.001):
information on the issued
cerificate of rigin is
absent

receiving information on
the certficate of origin
(ESS.VN.TRN.002)
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The scheme of the transaction “Providing information on the issued certificate

of origin” (ESS.VN.TRN.001) s provided in Figure 4.
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Figure 4. Scheme of the transaction “Providing information on the issued certificate
of origin” (ESS.VN.TRN.001)

“The scheme of the transaction “Receiving information on the certificate of

origin” (ESS.VN.TRN.002) is provided in Figure 5.
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Figure 5. Scheme of the transaction “Receiving information on the certficate of
igin” (ESS.VN.TRN.002)

The parameters of the transactions “Providing information on the issued
certificate of origin” (ESS.VN.TRN.001) and “Receiving information on the
cerificate of origin® (ESS.VN.TRN.002) are listed in Subsection 94 of these

Technical Specifications.

V1. Content and structure of information transmitted
6.1. Content of information transmitted
Description of the content of information transmitied is provided in

Appendix A.

6.2. Structure of information transritted
Description of structures of information transmitted and rules for their filling
out and control s provided in a set of ables in Appendix B
Deseription of the structure of transmitted information and messages in W3C
chemes is provided in Appendix C.

Ianguage notation of XML-s
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Examples of transmitted information and messages in the form of XML-
documents e provided in Appendix D.

Information about web services standards is provided in Appendix F.

VIL Structure and format of messages
7.1, General requirements and applicable standards
‘The information transmitted as a part of the described business process, shall
be XML-formatted in accordance with the Extensible Markup Language (XML) 1.0
standard (Fifth Edition) that can be found at: htps//www.w3.org/ TRAREC-xm.
When describing the structure and format of messages, the namespaces given
in Table 12 are used, as well as the specifications provided in Table 1.

Table 12
List of XML-document namespaces

Proix Adress
somp b3 org 200305 sosp-<nvelpe
s g org 200508 addessing
xs hitp /w3, org 2001 XMLSchema o

A message in SOAP format transmitted between electronic information

exchange partiipants is made in accordance with the SOAP 12 specification and

cansists of a header block (soap:Header) and a body block (soap:Body).
“The header block contains technological information required for routing and

processing of a message, as well as for monitoring of electronic information

exchange.
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Table 13

‘Specifications used to describe structure and format of messages

Short ame

Full name

soar12

'SOAP Version 1.2 Part 1: Messaging Framework (Sccond Fdition).
WIC  Recommendation 27 Apal 2007

s whorg/TRisoapl2-pare]

WS-Addressing 1.0-Core

‘Web Services Addressng 1.0 - Core. W3C Recommendation 9 May|
2006. hipvwn. w3,/ TR ws-add-core

[xnae10

Extensible Markup Language (XML) 10 (it Editon). W3C)
Recommendation 26 November 2008,
e 3 ong TROORRECxml- 20081126
“The body block includes the application or technological information important

for the participants of clectronic information exchange and shall conform with the

structure of transmitted data specified in Appendix B and W3C language notation of

XML+

hemes specifi

ied in Appendix C.

UTF-8 encoding shall be used for generating messages and contents of their

blocks. The maxinum length of a message transmitted is 100 MB.

The st of bus

siness process messages fransmitted within the information

interaction when implementing the business process is given in Table 14.

Table 14

“The list of messages transmitted

Structure identifier
(message dentifer)

Type of nformation Purpase.

Certificate
(ESS.VNMSG.001)

information on the issued | contains information on the issued (annulied,
certificae of origin recalled) certifcate of orgin provided by the
authorized owning body.

Response
(ESS.VNMSG.002)

notce o the results of notice on the results of processing_of|
processing ofinformation | information on the issued (anculled, recaled)

cerifcat of origin provided by the receiving|
customs authorty
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Strvetue identifier
(message identiier)

Type of nformation Purpase.

Response fcation on absence o notificaion an resuls of processing of request
(ESSVNMSGL003) | information by the authorizedbody-information awner,

contining _information about absence  of |
requested information

Request requestfor _information | contains a request of the customs suthority-

(ESS.VNMSG004) |about the certificae  of | information receiver for nformation sbout the
origin cenifcat of origin

Certifcate nformation_on_the | conains information on the issved (annulled,

(ESSVNMSG.005) |certficate  of origin | ecalld) certificate of origin provided by the
provided in response (o the |authorized owning body in response o the
request request

7.2. The structure of header blocks
The header block contains headers in accordance with WS-Addressing 1.0 —
Core specification, as well as specialized headers used to organize interaction.
“The header block includes the following headers:

) wsa:To ~ a header containing information on the receiver;

b) wsaFrom — a header containing logical address of the sender, to which the

response message should be sent;

) wsa:MessagelDD — a header containing message identifier;

@) wsa:RelatesTo —a header containing message reference identifier;

) wsa: Action — a header identifying message content;

“The wsa:To header is obligatory to fill out and shall include the logical address
of the receiver. The logical address is used to identify the receiver in messages
between the External Gateway and clectronic information exchange services provided
by the Nationl Single Window of Viet Nam.

The wsa:From header is obligatory to fill out and shall include the logical
address of the sender.

“The list of Togical addresses of partcipants of electronic information exchange
within the Electronic Origin Certfication and Verification System is given in Table
15,
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Table 15

_ The list of logical addresses of participants of electronic data exchange

Logical addees of the
exchange partcipant

ESSVNAM The Statc Revenue Commitee ofthe Republic of Armenia;
The Chamber of Commeree and Industryof the Republic of Aricnia

Partcipant of lectroni information exchange

ESSVNBY The State Customs Committee of the Republi of Belarus;
The Chamber of Commerce and Industry of the Republic of Belarus

ESSVNKZ The State Revenue Commitee of the Minisiry of finance of the
Republic of Kazakistan;
The National Chamber o Entreprencurs of the Republic of Kazakhstan

ESSVNKG T Customs Service under the Minity of Finance ofthe Kyrgyz
Republic;
‘The Chamber of Commerce and Industey of the Kyryz Republic
ESSVNRU “The Federal Customs Serviee (e Russian Federtion);

The Chamber of Commerce and Indusiry of the Russian Federstion

ESSYNAN The Ministry of Finance (General Department of Viet Nam Customs) of
the Socialist Republic of Vet Nam;

“The Ministy of Industry and Trade ofthe Socialist Republic of Vict
Namn.

“The wsa:MossagelDD header is abligatory to fill out and is inended for unique
identification of separate message instances. Values of message identifiers shall be
globally unique and be UUID in accordance with RFC 4122 specification.

‘The wsa:Action header s intended for informing participants of the electronic
information exchange on the business process procedure within which a message was
sent.

The wsa:RelatesTo header i intended for message chains creation,
agelD header

‘The wsa:RelatesTo header shall contain a value of the wsa:My

of the original message. In this case, the wsa:MessagelD) header shall be filled with a

new value.
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“The wsa:Action header of an applied message transmitted as part of a business
process s filled out by the uniform resource identifier (UR), consisting of the

following componeats, divided by slash-symbol
a) fixed prefix “tr7”;
b) CERTIFICATE identifier;
) components of information on the message contents.
‘Components of information about the contents of the message are specified in
the following order:
a) version of the interaction services;
b) procedure code defined in Table 2 of these Technical Specifications;
) transaction code defined in Table 11 of these Technical Speifications;
@) message code defined in Table 14 of these Technical Specifications;
Example of filling out the wsa:Action header:
tr//CERTIFICATE/). 1 /ESS.VN.PRC.001/ESS.VN.TRN.001/ESS. VN.MSG.001.

VIIL Use of directories and classifiers
Special directories and classifiers are used for electronic information exchange
Lists of directories and classifiers used within the electronic information

exchange are provided in Tables 16-18.
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Table 16

“The list of main dircctories and classifiers used by all electronic information
exchange participants

Name.

Type

Descripton

country classfier

the classifier

conains the st of cades.
and names of countries
(used i accordance with
150 3166)

s iso.orgob,
pluifisorsidisor3166:-
Ted3vlzenfe

langusge clasifer

the classfier

cantins the ls ofcodes.
and names of anguages in
aceordance with IETF
RFC 5646 and IANA
Language Sublag Registry

hips:ools etforght
milfesois

and

tps: v isna org/as
signments/anguage-
subtag-
registeylangusge-
sublagregisiry

clasifer of cargoes,

contains the lstof codes
and names of types of

s /Avwwncee.arg/
fleadmin/DAM cefuct/
recommendationsirec2
Uree2lrev]_ecend195

s ath St et

UN EDIFACT Code lst
3155 Types of
communications

and names of
cammunication types

minDAMradeiuntdid
/41 3alredlired3 155t
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Table 17

List of directories and classifiers used by the Member States

Name Type Description
4 Unified goods he classifier | contains the listof codes | htpseee cacunion org|
nomenclatue of foreign and names of goods Icamission/department/
cconomic activity of the catlet/
Eurasian Economic Union ntps:lece cacunion.org|
based on the Harmonized fcomission/department/
Description and Coding catfpsnl
System ofthe World
Customs Organization
unitsof measurement | the classfier | contains the st of codes, | hitps/portalcacunion.

clasifier

names and symbols of
unitsof measurement

rystesodata_layouts
/15fPortal EEC Registr
y.UiDirectoryFormas
xOViewld=619080c-
730c-4dfh-addb-
2e6bldSessheistd
edead0t-5475-166a-
a0
669601bS687&Imld.
<2830

clasifer of transport and
transportation of goods
curtency qualifier

he classfier

cantins the ls o types of|
vehicles end trnsportation

of goods and the
comesponding codes

Hups:poral.cacunion.
onstesiodata/_ayouts
/15/Poral EEC Regisr
. UiDirctoryFormas
PXIViewld=6119080c-
730c-4db-add-
2c6b11d5e84bListld
~c3ead06-5475-466a-
a340.

66960 1bS68 78 emId
i
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Name.

Type

Deseripion

clasiferof documents.
used for customs
dectration

the classfir

contains a it of codes and | htps/fportal.cacunion
names types of documens | orgsitesiodatal_layouts

and information used for | /15/Portal EEC Process

customs declration 1/ TreeLisForm.aspx?
Viewld-TreeView&Lis
{d=0c3cad06-5475-
d66a-0340-

616501636878l emld
277
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Draft

PROTOCOL
on electronic information exchange between the Eurasian Economic
Union and its Member States, of the one part, and the Socialist Republic
of Viet Nam, of the other part, within the Electronic Origin Certification
and Verification System

‘The Governments of the Member States of the Eurasian Economic Union
(hercinafter referred to as “the EAEU Member States”) and the Eurasian
Economic Union, of the one part, and the Government of the Socialist Repu
of Viet Nam (hereinafter referred to as “Viet Nam”), of the other part
(hercinafier referred to as “the Parties”):

Recalling Article 4.29 (Development and Implementation of Electronic Origin
Certification and Verification System) of the Free Trade Agreement between
the Eurasian Economic Union and its Member States, of the one part, and the
Socialist Republic of Viet Nam, of the other part, on 29 May 2015;

Weleoming the reduction of the costs relating to the documentary proof
of origin used for the purposes of application of tariff prefrences;

Aiming at simplifying the procedures and reducing the time for the application
of tarif preferences; and

Desiring to strengthen cooperation between the customs authorities and
the bodies and organisations authorised 1o issue certificates of origin
of the Parties,

HAVE AGREED as follows:

Definitions
For the purposes of this Protocol:

“Authorised Body” means a body or an organisation authorised
by the EAEU Member State or by Viet Nam to issue a certificate of origin,
‘generate and maintain information resources containing information on issued
certificates of origin, and to provide information on certificates of arigin, for
their verification in response to the requests of the customs authorities;
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ble 15

List of directories and elassifiers used by the Socialist Republic of Viet Nam

Name

e

Descrption

Harmonized System (HS
Code),

compatible with ASEAN
Harmonized Taril
Nomenclature (AHTN)

the classfier

contans the lst of codes
and names of goods

7o be provided by the
Socialst Republic of
Viet Nam

nits of measurement
classifer

the classfier

contains the st ofcodes
and s ofunits of

To be provided by the
Socialit Republic of
Vet Nam

classiferof ransport and
{ransporttion of goods.
currency qualifier

e classfier

conains the it of ypes of |
vehicles and ransportaton
of goods and the
cormesponding codes

o be provided by the
Socialist Republic of
Viet Nam

classifir of documents
used for customs:
declaration

the classifier

contans a st of codes and
names ypes of documents
used for customs:
declration

To be provided by the
Sociaist Republic of
Viet Nam

‘The contents of detailed information from directori

structures are defined in Appendix E.

and classifiers and their

Directories and classifiers shall be updated when new versions are released.

Participants of electronic information exchange routinely exchange updated

versions of directories and classifiers defined in Appendix E.

‘The participants of electronic information exchange shall solely track changes

of versions of the directories and classifiers defined in tables 16-18 using open

sources.
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IX. Technical aspects and interaction parameters
9.1. General information

The procedure of information interaction during the implementation of the
business processes is defined in Section V of these Technical Specifications,

When a transaction s executed, each of the sent messages shall be processed
successfuly, or all the application-level changes in the systems of the participants of
electronic information exchange made duc to processing of the transaction messages
shall be cancelled.

As a part of the transactions, the following types of messages are used:
business process messages, acknowledgment signals, exception signals.

The list of business process messages is provided in Table 18 of these

Technical Specifications.

A business process message is an applied message, which contains a sct of
applied data transmitted between the participants of electronic information exchange
in accordance with the rules given in Section 5.3 of these Technical Specifications,

The acknowledgment signal is an applied message reporting on successful
stage of business process message processing.

‘The exception signal is an applied message reporting on deviation from the
business process message routine processing.

Description of acknowledgment and exception signals is provided in Section
9.5 of these Technical Specifications.

n order to implement a reliable information interaction it is possible to resend
a business process message, if 10 response or an error process message was received.

When resending the message, a new wsa:MessagelD identifier shall be
generated.

To ensure communication between the messages within a. transaction,

wsaiRelatesTo field is filled out for all the business process messages, except those
initiating a transaction.
WaiRelatesTo field contains a wsa:MessagelD identifier obtained by the

participant of electronic information exchange at the previous stage of the




document_image_rId42.jpeg
transaction,
In order to ensure control (racking) of duplicates (resent messages), the

applied data structures shall be controlled. In this case, if the Respondent finds that
the message is resent by the Initiator, the Respondent shall regenerate and send a

response.

9.2, Message exchange procedure
During the execution of a transaction (for all transactions defined in Section
53 of these Technical Specifications), the following messaging sequence is
implemented:
the initiator sends a request to the respondent and waits for confirmation of
receipt of the request tll the time determined in the scope of transaction parameters
as a deadline for confirmation of receipt expires;
the respondent receives the request and conducts the process and structural
in Section 9.3 of these Technical

control in accordance with the rules sp
Specifications, and sends a “Received” acknowledgment signal to the initiator;

after processing of the “Received” acknowledgment signal from  the
respondent, the Initiator waits for confirmation of acceptance of the information

contained in the request for processing till the time determined in the scope of

transaction parameters as a deadline for confirmation of processing expires;

the respondent controls the data in the request in accordance with the rules

ions, and_confirms the

specified in Section 9.3 of these Technical Specifications,
acceptance of information received for processing by sending an “Accepted for
processing” acknowledgment signal to the Initiator;

after processing the “Accepted for processing” acknowledgment signal from
the respondent, the initiator waits for a response with information il the time
determined in the scope of transaction parameters as a deadline for receiving a
response expires;

the respondent processes the received request and sends a response to the

initiator;

the initiator controls data contained in the response in accordance with the
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rules specified in Section 9.3 of these Technical Specifications.

“The order of transaction is given in Figure 6,
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Figure . The order of trnsaction

9.3, Procedure of message processing by recciver.

Message processing is performed by the receiver (the respondent) in
accordance with the following standard stages:

) process control of the message;

b) structural control of the body block;

) processing of the body block data.

The process control of a message involves checking the message structure for
compliance with the established formats and structures of messages without regard to
the applied data transmitted, as well as checking the connctivity of messages at the

‘message header level.

1f process control of a message results in errors and checked message s not an
error process message, the respondent shall send a soap:Sender error message {0 the

initiator in accordance with the WS-Addressing 1.0 ~ Binding specification under the
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terms specified in Scction 9.6 of these Technical Specifications.

The structural control of the body block involves checking its structure for

compliance with the established data structures (sccording to XSD schema)

9.4, Parameters of transactions

Transactions shall be carried out in accordance with the given transaction
parameters.

The parameter “Time 1o confirm receipt® sets the maximum time period
between sending a business process message by the initiator and the time of receipt of
the acknowledgment signal “Received.

“The initiator of the business process message shall resend the message if the
respondent has not confirmed the receipt within an agreed period of time. The
‘umber of retries is set using the parameter “Number of retres”

The parameter “Time to confirm acceptance for processing” sets the maximum
period of time between sending a business process message by the initator and the
time of receipt of the acknowledgment signal “Accepted for processing”

The initiator of request shall resend the message if the respondent has not
confirmed the receipt within the agreed period of time. The number of retries s set

“Number of retries”.

using the paramete

The parameter “Time (o respond” sets the maximum period of time between
sending a business process message (request) by the initator and the time of reccipt
of the respondent’s response with the information on the results of processing of the
request (response)

“The initator shall resend the request,if no response has been received from the
respondent within the agreed period of time. The number of retries is set using the
parameter “Number of retries”.

Control over the abservance of procedural deadlines set by the perameters

“Time to confir receipt”, “Time to confirm acceptance for processing” and “Time

10 respond” is the initiators responsibility. The Respondent bears no responsibility

for control of these parameters.
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The parameter “Number of retries” sets the maximum number of retries of

business process messages.
fon when all the reties of sending a business process message have

The situa
been exhausted and the required messages have not been received by the initiator is
emergency. The procedure for actions performed by the parties in emergency
al Specifications.

situations is specified in Section XI of these Techn

9.4.1. Parameters of the transaction “Providing information on the issued certificate
of origin”
Parameters of the transaction “Providing information on the issued certificate

of origin” (ESS.VN.TRN.001) are given in Table 19.
Table 19

Description of the transaction “Providing information on the issued cerificate of
origin” (ESS.VN.TRN.001)

No. Parmeter Description
1 [Designaton ESSVNTRN.001

2 [Name of wansaction providing informaton on the issued cerificate of origin
3| mitator authorized body-information awner -

4 niiation operation ansfering nformation o the issed certificte of origin

(ESS.VN.OPR.001)
5 Respondent customs authorty-information recever
6 [Receiving operation receiving and processing of information on the issucd

certifcat of origin (ESS.VN.OPR.002)

7 [Result of ransaction certificatesof origin (ESS.VN.BEN.001): information on
the issued certiicate oforign i received

5| Parameters of trunsaction

time t confim receipt | min

ime to confrm 20 min
aceeptance for
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No. Parameter

processing

ime to wait for respanse | 20 min

number of retries 3

9 [ Messages of wansacton

nitation message | information on the issued certficate of orgin
(ESS.VN.MSG.001)

response message notice of the resuls of procesing of information
(ESS.VNMSG.002)

942 Parameters of the transaction “Receiving information on the certificate of

arigin”

Parameters of the transaction “Receiving information on the certificate of

origin” (ESS.VN.TRN.002) are given in Table 20.

Table 20
Description of the transaction “Receiving information on the certificate of origin”
(ESS.VN.TRN.002)
No. Parameter
1 [ Designaton ESSVNTRN 002
2 [Name of ranssiion eceiving information sbout he cerifcat of oigin
3 itor customs authoity-information reciver
4 nitiaton operation requesing for nformaton on the cerfcae o oigin
(ESSVN.OPR.004)
5[ Respondent authorized body-information ovmer
6| Receiving operation providing information on_the certificates o origin
(ESSVNOPR.00S)
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No. Parameter

Description

7 [ Resultof ransaction

certifcates of orgin (ESS.VN. BEN.001): information on
the cerifcate of origin i absent

certificates of origin (ESS.VNBEN.001): information on
the isued cerificate of originis povided

8 [Parameters of wansaction:

time to confirm receipt | min
e to confirm 5 min
aceeptance for

processing

ime to wait for response | 10 min
number of eties 3

9 [ Messages of wansaction:

ntation message

cequest for information shout the cerifcae of rigin
(ESS.VN.MSG004)

response message.

providing information on the certficate of oigin
(ESS.VNMSG.003);
notice on absence of information (ESS.VN.MSG.003)

9.5. Acknowledgment signals and exception signals

The namespaces used for

composition of acknowledgment s

description of the structure and the requisite

ignals and exception signals are given in Table 21

Table 21
Namespaces
Prein Address
= it /s org 2001/ XML Scherma
s i certificatesignalv1.0

The base data types used for deseription of the structure and the requisite

composition of acknowledgment si

jgnals and exception signals are given in Table 22,
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Table 22

Base data types
Name Deseription
sgnEDocldType | the documen identiie, which is a UUID in accordance with standard

ISO/IEC 9834-8:2005.
Steing of symmbols wih framework [0-D-TA<F]{8}-{0-90-A-F](4-{0-
0-TA-F] (4]-[0-98-FA-FI {4)-[0 98- A1 12)

SenDateTimeType

the Grogorian calendar date and time in the format of 1SO 8601 “Daa|
clements and interchange formais — Information. interchange — |
Representation of dates and types”

semEmrorCodeType

designation of the Control Eror. Sting consists of 1 0 255 symbols.

snStringType

textual abitary information. A siving is of arbitrary length

9.5.1. The acknowledgment signal “Received”

The respondent will send the acknowledgment signal “Received” at the

‘moment when the step of the structural block content control is made.

PMSGRCY message code for the acknowledgment signal “Received” will be

used when the wsa:Action header, identifying the contents of the business process

message, is formed.

Other components of the data on message content are specified

in accordance with the rules for forming the wsa:Action header for applied messages

as described in Section 7.2,

The structure

and requisite composition of the acknowledgment  signal

“Received” are given in Table 23.

Table 23

‘The structure and requisite composition of the acknowledgment signal “Received”

Element

Data ype Mult

Description

sanDeliveryReceipt | sgnDeliveryReceipType | wrapping  clement _ of _the

acknowledgment sign

senSignalld | sgmEDocldType Sanal identiicr 1

senDatcTime | sgDateTimeType date and time of the_acknowledgment [ 1

signal forming “Received”
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9.5.2. The acknowledgment signal “Accepted for processing”

“The acknowledgment signal *Accepted for processing” s sent by a respondent
before processing of the body block data.

PMSGPRS message code for the acknowledgment signal “Accepted for
processing” will be used when the wsazAction header, idenifying the contents of the
business process message, is formed.

Other components of the data on message content are specified in accordance
with the rules of forming of the wsa: Action header for applied messages as described
in Section 7.2 of these Technical Specifications.

The structure and requisite composition of the acknowledgment signal
“Accepted for processing” are given in Table 24,

Table 24

‘The structure and requisite composition of the acknowledgment signal *Accepted for
processing”

Daa type [

Flement Deseription

san:ProcessingReceip | sgn-Processing wrapping clement ofthe acknowledgment
t ReceiptType signal “Accepted for processing”

gnSignlld|sgnEDockdType | signal identifier 1

SenDatcTime | sgnDatcTimeType | date and ime of the acknowledgment 1
signalforming “Accepted fo processing”

9.5.3, The excption signal “Error”

The situation, when the respondent sends the exception signal “Error” to the
initiator, occurs in the following cases:

a) the respondent has accepted the business process message, which was not
expected to be received within a transaction execution;

b) the respondent has found errors during the structural control of the body
block or format-logic control of the body block;

©) an unrecoverable error, making it impossible to perform applied data

processing, occurred on the applied data processing step.
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“Integrated information system of the EAEU” means a set
of geographically distributed state information resources and information
systems of authorised authorities, information resources and information
systems of the Eurasian Economic Commission, combined by the national
segments of the EAEU Member States and the integration segment of the
Eurasian Economic Commission; and

“National Single Window of Viet Nam” means the mechanism
of Viet Nam which allows the customs declarants to send the information and
electronic documents for completion of customs procedures and procedures
of state management agencies related to exported and imported goods through
an integrated information system.

Article 2
Transmission of Information

1. For the purpose of this Article, the exchange of information shall be
carried out via the Integrated Information System of the EAEU and
the National Single Window of Viet Nam based on the requirements
of the Technical Specifications specified in the Annex to this Protocol.

2. The Authorised Body of Viet Nam shall transmit to the relevant central
customs authority of the EAEU Member States the information contained in
the certificates of origin issued for goods exported from the territory of Viet
Nam to the territory of this EAEU Member State.

3.The relevant Authorised Body of the EAEU Member State shall
transmit 1o the central customs authority of Viet Nam the information
contained in the certificates of origin issued for goods exported from the
territory of this EAEU Member State to the territory of Viet Nam.

Article 3
Confidentiality

Al information provided in accordance with this Protocol shall be
treated by the Parties as confidential in accordance with their respective
domestic laws and regulations. It shall not be disclosed by the customs
authorities of a Party without the written permission of the Authorised Bodies
of the other Party which provided such information except to the extent that
it may be required to be disclosed in the context of judicial proceedings.
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“The situation, when the respondent has received the business process message,
which was ot expected (o be received within a transaction exceution, occurs in the

Tollowing cases:
the message received is a business process message or an acknowledgment

signal, and thus it does not apply to transactions executed by the respondent
the respondent is not authorized to process the message received (if they do not
participate in information interaction, procedure or transaction).

In these cases, the value (code) “Common:UnexpectedMessage i assigned to
the designation of Control Error (field sgn:Code) of the excaption signal “Error”.

If the respondent finds an error during the structural control of the body block,
the value (code) “Common:DataError” i assigned to the designation of Control Error
(box sgn:Code) of the exception signal “Error”.

If the respondent finds an error during the format-logical control of the

business process message, the value of rule code is assigned to the designation of

Control Error (sgm:Code field) of the exception signal “Ermor”, within checking of

which an error occurred according to Table 29.
Ifthere is asituation, when an unrecoverable error ocurred on the step of body
ing, the value

block data processing, making it impossible o perform data proces
(code) “Common:FatalError” is assigned to the designation of Control Error (field
sgnCode) of the exception signal “Error”.

List of unrecoverable errors is determined by the participant of electronic
information exchange independently.

PMSG.ERR message code for the exception signal “Error” will be used when

the wsa: Action header, identifying the contents of the business process message, is

formed. Other components of the data on message content are specified in accordance
with the rules of forming of the header wsa: Action for applied messages,
The structure and requisite composition of the exception signal “Error” are

given in Table 25.
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Table 25

“The structure and requisite compositon of the exception signal “Error”

Element el Description Ml
sgnValdationFiror | sgnValidationFreor | wrapping clement of theexception. signal
Type “Emor”
sanSignalld snEDocldType | identifier of the excepion signal o™ |
sgnDatcTime | sgnDateTimeType | date and time of the exception signal forming. | 1
Pl
sEmor sunErorTyps | wrapping clement L
senCode sanErorCodeTyp | o designaton 1
sgDescripion | sgn:StingType | rtor text value §
senDeails [ sgnStingType | error detailed data 0.1
sunEDocld | sgnEDocldType | document identife,in which the eror occurs | 0.1
s completed i the eror i related ®© @ certain
document and the document identifier s,
extrcted
sanReference | sgnStingType [ sting of symbols hat allows o uniquely| 0.1
Tocatethe e that cassed th error

To participate in the

formation interaction, the participants of electronic

information_ exchange shall implement the services enforcing Business Process

Procedures on their side.
Description of services in WSDL-format s given in Appendix F.

9.6. Ertor process message

If an error occurs at the step of the process control of a message, an ermor

process message shall be formed. Error process message body block shall contain

elements specified in Table 26.
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‘Composition of the process message body block

Table 26

Element Detxtg: Deseripton Mh
soup:Fault soapiFault block wrapping clement
soapCode soapiuulicode | wrapping clement T
soapiValue | soapfalicodefnu | eror class '
soapisubcode | ertor code wrapping element. 1
xs:OName errorcode '
soapifautrcason | wrapping elemen of the eror text 0
deseripton
|| Jsonpitent on block of the eror text descripton e
@untiang |- language identifer l
soap:Deail soapdetil eror detils 0.1

“The soap:Code/soap:Value element shall be completed in accordance with

SOAP 1.2 specification.
“The soap:Code/soap:Subcode/soap: Value element shall contain an error code.

‘The list of standard crror codes and rules on the use of codes from WS-

Addressing 1.0 ~ Binding specification are provided in Table 27
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Table 27

Typical errors codes

i B code Deseripon and appliion fexures
o Sender | wannvalldAdirssingica | wed i accondane iththe s deind by WS-
e Aiesing 1.0-Binding pecTction with the
following resritons
Subbcod vlues st ot usd,
i DuplcteMessagelD eorype
i ot genrted and s ot st
coopSender | wasMessageAddesingl | wid cconin o th e, deined by WS-
sdeequied Addesing 1.0-Binding pecifcion
onpSender | wasDestination oreachabl |l ecordin o te e, dfined by WS-
- Adiesing 10-Binding secifcton
wopSender | wenAconNorSupparcd | wed secording o e ol defned by WS-
Adiesing 1. Binding speccation
owpSender | mcinaldcader one o mre spcific haders s missng

soap: Receiver | wwacEndpointUnavailable | used aceording to the ules,defined by WS-
Addressing 1.0-Binding specificaton with the
ollowing restritions: theclement
wsRetryAfer shall not be used while
plemenation of the electronic information

exchange
soap: Receiver | intintermalEror an unexpectcd ero accurred while processing
the message
soapiSender | ineDarror eceived appied data have an ncorect sructure

“The soap:Text element shall contain the error text description,

Each soap:Text element shall contain the xml-lang language identificr, formed
in aceordance with XML 1.0 specification

If there is a set of soap:Text elements in the error process message, each of
these clements shall contain the xmllang language identifier, that differs from the
1Ds of other soap:Text clements.

“The error process message shall contain at least one soap:Text element, the
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contents of which is presented in English, and the xml:lang language identifier shall
contain “en” value.

“The soap:Detai optional element shall include information detailing the error.

9.7, Services technical implementation

Electronic information exchange between the Extemal Gateway and

information interaction services provided by National Single Window of Viet Nam is
performed using SOAP services.

The SOAP service shall be implemented on each side, both the External

Gateway and Viet Nam side.
information exchange within the EOCVS defined in

To implement electroni
these Technical Specifications, EECVNCERTIFICATION service shall be used.
The lst of EECYNCERTIFICATION service methods is given in Table 28.

Table 28
List of EECVNCERTIFICATION scrvice methods

No. Method Description

1 [sendCentificaeDetais providing information on the ssed certfcate of origin
2| sendRequestCertficsteDetals | receving information about he cetfcate of argin

3 |sendResuliCentificaeDetils | receiving results o procesing conaining information

on the cetificate of origin
4| sendSignat receiving ofsignals o the currentprocessing sttis
5| sendResul receving of the processing reult.

971, The method “sendCertificateDetails™
Purpose: implementation of the operation “Receiving and processing of
information on the issued certificate of origin” (ESS.VN.OPR.002)
Business process procedure: ESS.VN.PRC.001
SOAP method: sendCertificateDetails
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Description: providing information on the issued certificate of origin (carried
out by calling the sendCertificateDetails method by the respondent (receiver) of the
message “Information on the issued certificate of origin” (ESS.VN.MSG.001)

Input parameters: ESS.VN.MSG001 (Certificatc)

Output parameters: no data

Deseription of the operation algorith:

Message processing steps within the execution of the service shall comply with
the rules specified in Section 9.3 of these Technical Specifications:

1. Process control of the message;

2. Structural control of the body block;

3. Processing of the data block.

For the services, being implemented on Viet Nam side, all the message
processing stages shall be excauted.

For the services implemented on the Extenal Gateway, steps 1 and 2 shall be
exccuted, Processing step 3 is implemented and executed within Information Systems
of the recciving customs authorities of the Member States

Structural control of the body block involves the check of the message
structure “Information on the issued certificate of origin” (ESS.VN.MSG.001) for
compliance with the structure “Information on the certificate of origin” (Certificate)
provided in Appendices B and C of these Technical Specifications.
control and body block structural control are

I the results of message proces
Successful, the acknowledgment signal “Received” shall be generated and sent. The
acknowledgement signal “Received” s transmitted by calling the method “Receiving
of signals on the current processing status” (sendSignal) on the side of the original
message sender.

If process control of the message resulted in errors, the receiver shall send an
error process message of the soapSender class to the sender. A detailed deseription
of the error process message is provided in Section 9.6 of these Technical

Specifications.
Before processing of the body block data, the acknowledgment signal
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‘Accepted for processing” shall be generated and sent. The acknowledgement signal

“Accepted for processing’” is transmitted by calling the method “Receiving of signals

on the current processing status” (sendSignal) on the side of the original message

sender

Requirements for the method of message body block data processing and
requirements for the storage of message processing results are defined by information
interaction partcipants.

If the body block data is processed successfully, the message “Notice on the
results of processing of information” (ESS.VN.MSG.002) containing results of
processing of information on the certificate of origin shall be prepared and sent. The
message is trnsmitted using the method “Receiving of processing result”
(sendResult on the side of the original message sender.

Ifan error occurred during the body block data processing, the exception signal
“Error” shall be prepared and sent in accordance with the rules from Section 9.5.3 of
these Technical Specifications.

The list of potential errors within the implementation of the transaction
“Providing information on the issued certificate of origin” (ESS.VN.TRN.001) is

given in Table 29.
Table 29

— —— et g oy

The CancellaionDateTine_(‘Date o

catifiate. anmuiment’) requisite s not

Duplication eror. Registion | Gled  within  prevously _provided

number of the certificate is | information on the issued certificate, and

found  among  previously | the “Certificate registration number” 1D

iransmited erificaes. | equisite value is ound within previously
o cnfctes

‘The exception signal “Error™ is transmitted by calling the method “Receiving
of signals on the current processing status” (scndSignal) on the side of the original

message sender.
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9.7.2. The method *“sendRequestCertificateDetails™

formation on the

Purpose: implementation of the operation “Providing
certificate of origin” (ESS.VN.OPR.005)
Business process procedure: ESS.VN.PRC.002

SOAP method: sendRequestCertificateDetails

Description: receiving information on the certificate of origin (carried out by
calling the sendRequestCerificateDetails method on the receiver side of the message
“Request for information on the certificate of origin” (ESS.VN.MSG 004)).

Input parameters: ESS.VN.MSG.004 (Request)

Output parameters: no data

Description of the operation algorithm:

Message processing steps within the execution of the service shall comply with
the rules specified in Section 9.3 of these Technical Specifications

1. Process control of the message;

2. Structural control of the body block;

3. Processing of the data block.

For the services, being implemented on Viet Nam side, all the message
processing stages shall be executed.

For the services implemented on the Extemal Gateway, steps | and 2 shall be
excuted. Processing stage 3 is implemented and executed in information systems of
the authorized body-information owner of Member States.

Structural control of the body block involves the check of the message
structure “Request for information on the certificate of origin® (ESS.VN.MSG.004)
for compliance with the structure “Request for information on certificates of origin”
(Request) provided in Appendices B and C of these Technical Specifications.

IF the results of message process control and body block structural control are
successful, the acknowledgment signal “Received” shall be generated and sent. The
acknowledgement signal “Received” is transmitted by calling the method “Receiving

of signals on the current processing status” (sendSignal) on the side of the original

message sender.




document_image_rId58.jpeg
If process control of the message resulted in errors, the receiver shall send an

error process message of the soap:Sender class o the sender. A detailed description
of the error process message is provided in Section 9.6 of these Technical
Specifications

Before processing of the body block data, the acknowledgment signal
“Aceepted for processing” shall be generated and sent. The acknowledgement signal

“Accepted for processing” is transmitted by calling the method “Receiving of signals

an the current processing status” (sendSignal) on the side of the original message
sender

If the information that satisfies the request was found, the message “Providing
information on the certificate of origin® (ESS.VN.MSG.005) containing the
information found shall be generated and sent. The message is transmitted using the
method “Receiving of processing results containing information on the certificate of
origin” (sendResultCertificateDetail) on the side of the original message sender.

Ifthe information that satisfies the request was not found, the message “Notice
on absence of information” (ESS.VN.MSG 003) shall be generated and sent. The
message is transmitted using the method “Receiving of processing result”
(sendResult) on the side of the original message sender.

I an error occured during the body block data processing, the exception signal
“Error” shall be prepared and sent in accordance with the rules from Section 9.5.3 of
these Technical Specifications.

973, The method *sendResulCertificateDetails”™

Purpose: implementation of the operation “Receiving and processing of
information on the issued certficate of origin” (ESS.VN.OPR 006);

Business process procedure: ESS.VN.PRC.002;

SOAP method: sendResultCertficateDetails

Description: receiving the results of processing containing information on the
certificate of origin (carried out by calling the sendResultCertificateDetails method
on the receiver side of the message “Information on the certificate of origin provided

in response to the request” (ESS.VN.MSG.003))
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Input parameters: ESS.VN.MSG.005 (Certificatc)

Output pararmeters: no data

Deseription of the operation algorithm:

Message processing steps within the execution of the service shall comply with
the rules specified in Section 9.3 of these Technical Specifications:

1. Process control of the message;

2. Structural control of the body block;

3. Processing of the data block.

For the services, being implemented on Viet Nam side, all the message
processing stages shall be executed,

For the services implemented on the Extemal Gateway, steps 1 and 2 shall be
excauted. Processing step 3 is implemented and executed within Information Systems
of the receiving customs authorities of the Member States.

Structural control of the body block involves the check of the message
structure “Information on the issued certificate of origin provided in response to the
request” (ESS.VN.MSG.005) for compliance with the structure “Information on the
certificate of origin” (Certificate) provided in Appendices B and C of these Technical
Specifications.

If process control of the message resulted in errors, the receiver shall send an
error process message of the soap:Sender class to the sender. A detailed description
of the eror process message is provided in Section 9.6 of these Technical
Specifications.

Requirements for the method of message body block data processing and
requirements for the storage of message processing resuls are defined by information
interaction participans.

Ifan error occurred during the body block data processing, the excepion signal
“Error” shall be prepared and sent in accordance with the rules from Section 9.5.3 of
these Technical Specifications,

‘The exception signal “Error” is transmitied by calling the method “Receiving

of signals on the current processing status” (sendSignal) on the side of the original
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Article 4
Amendments

1. This Protocol may be amended by mutual consent of the Parties.
2. Such amendments shall be formalised by separate protocols and
constitute an integral part of this Protocol.

Article 5
Consultations

1. Any matters related to the implementation of this Protocol shall be
settled through consultations o negotiations between the Partics.

2.1f a Party considers that the matter cannot be settled through
consultations or negotiations as provided for in paragraph 1 of this Article,
that Party shall have the right to seck resolution in the Joint Committce
established in accordance with Article 1.4 (Joint Comnittee) of the Free Trade
Agreement between the Eurasian Economic Union and its Member States, of
the one part, and the Socialist Republic of Viet Nam, of the other part,
on 29 May 2015

Article 6
Entry into Force

1. This Protocol shall enter into force on the date of receipt, through
diplomatic channels, of the last written notification certifying that the Parties
have completed their respective inernal legal procedures necessary for
entry into force of this Protocol.

2.The exchange of notifications provided for in paragraph 1 of this
Article shall be performed by Viet Nam and the Eurasian Economic
Commission as the custodian of this Protocol authorised by the Republic of
Armenia, the Republic of Belarus, the Republic of Kazakhstan, the Kyrgyz
Republic and the Russian Federation.

DONE at , this day of 20_,
in two originals in the English language, both texts being equally authentic
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message sender.
9.7.4. The method “sendSignal”™

Purpose: Tmplementation of receiving and processing of acknowledgment
signals and exception signals.

Business process procedure:

ESS.VNPRC.001;

ESS.VN.PRC.002;

SOAP method: sendSignal

Description: Receiving of signals on the current processing status

Input parameters;

PMSGERR

P.MSGPRS

PMSGRCY

Output parameters: no data

Description of the operation algorithin:

“The procedure is defined by the signal type and transaction during which the
signal was received (see Section 5.3 of these Technical Specifications).

9.75. The method “sendResult”

Purpose: Implementation of the following operations:

ing of the notice on the results of processing of

“Receiving and proces

information on the issued certificate of origin” (ESS.VN.OPR.003);

“Receiving and processing of information on the certificate of origin”
(ESS.VN.OPR.006);

Business process procedure:

ESS.VNPRCO0I;

ESS.VN.PRC.002;

SOAP method: sendResult

Description: Receiving of data processing result

Input parameters:

ESS.VN.MSG.002;
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ESS.VN.MSG.003;
Output parameters: no data

Description of the operation algorithn:

“The procedure is defined by the message code and transaction, during which

the signal was received (see Section 5.3 of these Technical Specifications).

X. Information protection

The information transmitted within the business process s the information of
restricted access (confidential information), the access of third parties to this
information is limited, and its uncontrolled distribution is not allowed.

The Member States, the Socialist Republic of Viet Nam and the Commission
shall protect information i its transferring, receiving and processing within their arca
of responsibilty.

When information is transferred within the information space of the Member
State, it is protected in accordance with the legislation and technical requirements for
ensuring information protection in force on the teritory of the Member State
concemed.

When transmilting information within the information space of Viet Nam, the
protection s cnsured in accordance with the legislation and the  technical
requirements for information protection in force on the teritory of Viet Nam.

‘The Commission and the General Department of Viet Nam Custorus shall
protect information transmitted between the I1S and the National Single Window of
Viet Nam.

When transmitting information using IIS functions of protection of information
from unauthorized accass, information security and permanence upon unauthorized

or accidental impacts s provided by means of IS.
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‘When transmiting and recefving information through communication channels
between the Extermal Gateway and the National Single Window of Viet Nam, the
information shall be protected by means of virtual private network (VPN) using
hardware-software and/or software solutions. The authentication of the interacting
partes and the encryption of the transitted data shall be organized using the IPSec
(RFC 2401-2412) and [Plir (P1323565.1.034-2020) protocols,

“To implement cooperation with the services two cryptographic data channcls
shall be used:

channel for transferring data from Viet Nam to the Commission built on the
Pulse Secure Gateway VPN gateway and controlled by Viet Nam;

channel for transferring data from the Commission to Viet Nam built on the
VipNet Coordinator HW VPN gateway and controlled by the Commission.

Cryptographic keys for VPN channel organization are issued and withdrawn

by:
from the side of the Union — by the verification center of the Commission;
from the side of Viet Nam ~ by the verification center of the National Single
‘Window of Viet Nam.

To ensure the decryption of traffic and its redirection to the service, the objects
of Pulse Secure Tpsec VPN Endpoint and VipNet Client Endpoint shall be used
‘These objects are dedicated workstations with installed VPN gateway software clent,

To ensure the flotation of data through encrypted channels, asymmetric rouing
shall be used.

“To ensure the transmission of data from the National Single Window of Viet
Nanm to the IIS and from the I1S to the National Single Window of Viet Nam, source
and destination IP-addresses shall be defined at the electronic information exchange

implementation stage.
of VPN data channels are given in Table 30.

‘The applicable parameters




document_image_rId63.jpeg
‘Table 30

[No. Parameter TPsec 1Pir
Mode Tunnelling wnnclling
- Preshared_key (PSK)|keys and identifiers of
e Joatlon. and public IP-address | nodes i the ViPNet
a network
Authentication ESPhmacshal 96 |GOST 2814789 (key
encryption algorithm lengih: 256 bit)
Daa encryption | 3des-che GOST 2814789 (key
algorithm length: 256 bis)
IKE encryption| Diffe-Hellman Group 2,] —
algorithm 3des-cbe
F— 96400 seconds (24| —
hours)

SA traffic volume

The information security solutions defined by these Technical Specifications
shall be synchronized with. the information security solutions implemented for
exchange of customs information between the customs authorities of the Member

States and Viet Nam and are determined by these customs authorities.

XI. Emergency procedures

The emergency situations (the situations when data cannot be processed
correctly) can arise during information intcraction within the Business Process
Procedures. Emergency situations appear duc to technical faults, timeout, Control
Error structure and in other cases,

Receiving any error process messages when performing Business Process
Procedures is an emergency situation.

In onder to resolve emergency situations, the Parties and the Commission shall
provide cach other with the information on the persons responsible for providing
technical support during the electronic information exchange, their contact details

and working hours (providing for timezone differences).
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If an emergency situation is not caused by the availability of specific resources,
the recipient of the exception signal “Error” and/or error process message (hereinafler
referred to as “the Error notice) shall review the message, in regard (o which the
error notification was reccived, for compliance with the description of formats and
structures of electronic documents, information and requirements for the message
control specified in thesc Technical Specifications, particularly in Appendices B and
.1 the non-compliance with specified requirements is detccted, the recipient shall
{ake all necessary measures to eliminate the error and send the message again. If non-
compliances are not detected, the error notice recipicnt shall send the message
containing information on the cmergency situation and the inspection results to the
IS technical support.

The S technical support shall review the description of the emergency
situation considering the information on the results of inspection carried out by the
error notification recipient, prepare guidelines for its elimination, and carry out
andfor coordinate works on the limination in cooperation with the recipient and the
sender of the error notice

If an emergency situation is caused by the unavailability of certain resources,
the recipient shall inform the 1IS technical support on the emergency situation. If
necessary, the 1S technical support shall request additional information from the
error notice sender, review the emergency situation, prepare guidelines for its
elimination, and carry out and/or coordinate works on the elimination in cooperation
with the recipient and the sender of the error notice.

“The authorized bodies and central customs authorites of the Member States,
Viet Nam and the Commission shall inform each other about maintenance works on
their information systems, while these information systems are unable to send and
receive messages, not later than 24 hours before these works star.

General recommendations for resolving emergency situations are given in

Table 31
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Table 31

Actions in emergency situations

Descrption of emergency | o of emergency situatc Descripton of actions in
situation S S R emergency situation
' 2 3
the transacion Initator i ilures inthe Senda request o the support
ot receive aresponse i system o system | service of the integrated
message after the agreed | software eror information system
number of etries
the transaction It dircctories and classfiers are | the transaction niiator needs to
received an error message | o synchronized or XML- | check the strucure of sent
schemas oFelecronic messages, synchranize directaries
documents (information)are [ and classiiers

not updated 1 non-compliances viere not

found, th ransaction Initator
sends the message descibing the
cmergency situation to the
technical supportof the ntegrated
information system

an crroroccurred while | erro in checking and the transaction Intato shall
processing the response | processing of the message | check the content block for the
message from the content block on th side o the | correetness of the transmitied
respondent within the wansaction Iitiator information and send a message

deseribing the emergency
sitwaton 1o the technical support
of the transaction Respandent

Initiator's information
system

XIL Applicable standards
The list of intemational and industrial standards used in the electronic
information  exchange  implementation and  these Technical  Specifications

development is given in Table 32.
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Table 32

The list of applicable standards.

Classfir name.

Reference

2

Classifir o ransport means categories
UNRecommendaton 19

Tntp/wwewnece ory/leadmin DAM ccfict/re
commendarionsee19fec19_0lef19e.pdf

Codes for types of cargo, packages and packaging
materials EDIFACT codes (7063) = UNIECE.
Recommendation 21 Amnex VI

Intpss /s nese ors Mleadmin DAM el

ccommendationsitec? frec2 rev]_eceted 195c,
ar

Country classifier EDIFACT codes (3207) = 15O,
31662

s/ iso.orglobpluiffisorsidiso:3166:-

Tied-divLienfr

(150 8601:2004 internaronal sandard.
Represeatation of date and time

i

01ed-

[
3vlien

org/obpluit

Harmonized Commodity Description and Coding.
System

Tntpi/wewavcoomd.orgfenfopicsinomenclature
Jinstrument and-ools/hs-nomenclaturc-2017-
editon/hs-nomenclature- 201 7-edition.aspx

ISOIEC 9834-8:2014. Information technology.
Procedures fo the operation of object identifier
registation authoriis. Pt : Generation of
universally unique identfiers (UUIDS) and their
use i object identifiers

/v iso.orglobpluiHisosidiso-
iec:9834:-ied-3vien

UN/EDIFACT Code Lisis 1001, 3035, 3131, 3155,
3207, 3220, 7065, 8053

s unce orgfleadminDAM/rade/cdifctlc
ode/1001cLhtm
hips:/uncee.org/leadminDAMradeluntdid/d
9Tbunclunel3035 e
ups:unece.org/fleadminDAM/sadeluntdidld
Isafred/red3 131 him
hups:/unece.org/flcadmin DAM/radeluntdidld
Dafredred 155 him

hips:funece org/fleadmin DAM/radelunididld
Liafred/red3207 b

bups:fncee org/fleadminDAM radcledifuctlc
odensD29clhim

itp:/funcce.orgfleadmin DAM/radefuntdidld
Liafredred 7065 him

hugp:funcee orgfleadminDAM radeledifuct
ode/8053cl him

Extensible Markup Language (XML) 1.0 (Fifth
Edition). W3C Recommendation

tpss/sw w3 ong/ TR2008/REC-xinl-
20081126/
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Classfier name Reference

[ 2
ISOEC 402102011 Tnformation technology. | ipsd/wweviso.ong/rfies 3508074/
WAC SOAP — Version 1.2, Part 1, Part 2and.
others

ISO/IEC 19505-1-2012 Information techmology. | hpsi/wwwome.org/spec/UMLI
Object Management Group Unified Modeling | htps:/wwvomg.org/spec/UML/2.5. 1 PDF
Langusge (OMG UML). Part I Infrastructure

ISO/IEC 19505-2-2012 Information technology.
Object Management Group Unified Modeling
Language (OMG UML). Part 2 Superstructure

[RFc 20012012 tpsiwwieiorgile]

XIIL Implementation order

To implement the electronic information exchange, the Parties shall:

appoint persons on the part of the Participants of electronic. information
exchange, as well as on the part of the Commission responsible for ensuring the
electronic information exchange, and perform mutual exchange of information about
persons mentioned above;

synchronize directories and classifiers specified in Appendix E hereto between
the Parties;

synchronize information from national directories and classifiers used for the
formation of electronic messages;

‘modify the software of authorized bodies and central customs authorities of the
Member States and Viet Nam in terms of formation and maintenance of information
resources containing information on certificates of origin;

develop software components that implement the electronic information
exchange;

provide secure communication channels between the External gateway and the
National Single Window of Viet Nam;

‘perform an intemal, integrated and inter-sate testing;

‘modify the software based on the test resuls.
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Appendi A. Scope of information to be exchanged within implementation of
electronic information exchange

Table Al

Data list from a certificate of origin

[ Name of data Deseripti Ml
- Desgntion of the form _ihe (EAV» cade of the certificate is specified T
fihe certifcate ~ _
Designation of specal [l ¢ade designating the following s speciied T
arks RG - the ssued certificate of arigin i the original;
IDBL - the issucd certificate of origin is the duplicate of
e certificate of origin;

HG - the certificate of origin is ssued in substitution of|
he original certificate of origin
5 Data on the cerificaie _[ata sccording (o the Iist provided i Table AZ are T
pecified
[ Dt on the couniry  fhe code and the name of the country in which the T
Ihich issued the certificate ertificate of origin was issued is specified
. Data o the counry for _he code and the name of the counry for which the fssucd| 1

ihich the cerificac jscertificate of origin is intended is specified
fssued ) _

‘Date ofarnulment of he i necessary the date of annulment (recall of the cerificate | 01
erificate specified
7. Date of modificaion of i necessary the date of modification of the cerificate of | 0.1
he cenficae rigin according to article 4.1 of FTA is specified

. Code designttion of e necessary, the R.TR code Is specified designating that | 0..1
kenificat categor ihe certificate of origin was issued aftcrwards

Dt on earler issued e registration number and the date of the certficate | 0.
fertifcate issue) of carlier issued certificate of origin (according 1o

[Table A2) are specified if the certificate of origin is

Juplicate or issued in substitution of the original

erificate (data

5. Data o the country of e code and the name of the country of origin of goods

vigin the Member State of the Eurasian Economic Union or
e Viet Nam) is specificd

T Dita on the awthorized e cade of the autharized body which ssucd the

ody ertificate of arigin including the name of authori
wody is specified

3. Dt of the ceriicate Hata on the place of the eertficate verification arc T

cifcation pecified .

T3, Information sbowt e Hata on the place and date of anmouncement of data and | 1

pplicant 0 the information about the applicant are specified

4. Data o consignmentkontain data according to the list provided in Table A3 of | 1
his Appendix

 time of recording of data of the certificate of T
are specified

/15, Date and time of
recording of data
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Table A2

Document data list

Name of data Description Mot
T Conteae Weniier i regitraton mumbe of the cerifcate of origin s | T
pecifed o
Urique enticaion e unique ideniicaion mumber of he ceriicate s | 0.1
wmber of the cerificte__pecitied
. Dae of th cetficate e of the ceriieae verficaton (1sue) s speciied | T
eifcation (ssuc) :
fi Expiration date the  fxpiration date of the certfeate s specified T
rificte
Table A3
Consignment data list
Name of dsta Description Mt

I Tnformation about the_fmformation about the exporter of goods, including the | 1
xporter jname of the exporter, and the address including the

ountry code of the exporter are specified
[ Information about the. informiation about the imporier of goods, meluding the
fmporter same of the importer and the address including the
v ountry code are specified
. Tnformation about the information (I i is known) about the consignee of =
feceiver (consignee) of goods, including name of a consignee and the address

o0ds including the countey code is specified
Data on a routc of  Hata on a route of transportation of goods are specified | 0.1
ransportation of goods =
Data on goods s accarding (o the It provided in Table Ad of his | T+

ppendix are specified

Table A4,

Goods data list

Name of data Description Mt

T~ Sequence number equence number of goods T

Data on packaging of flata on a code of a type of packaging of goods and

aods i name and also on the number of packagings of
ach type are specified
A commodity code e commodity code acearding (o the harmanized T
ccording to HS system at the level of 6 signs i specified

of gaods [ihe detailed deseription of goods is specificd. if T
pplicable the name of model and trademark allowing |
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Name of data Description Mt

o dentify goods

“Additional marks e additionsl marks on goods provided by FTA are | 0.1
pecified
Data on criteria of _fhe code of designation of orign criterion according (o | 1
ads origin he fist s specificd:

0 - goods sre wholly obtained or produced in a Party as

rovided forin acticle 4.4 of FTA

 — goods are produced entirely in the territory of one|

1 both Parties, exclusively from originating materials

fom ane or both Parties;

IPSK  goods are produced in the terriory of a Party

sing non-originating material and satisfies the

requirements as specified in Annex 3_FTA

Gross weight ata on gross weight i kilograms or i other o
measurement, quantity of goods in units with the

- findication of unit code from the measurement units list

¥ Tnvoiee data jata according to the TS provided in Table AS of this | 1

[Appendix are specified

Table AS

Invoice data list

Name of data Deseription Mult

Tnvoice information Fhe document type code, number and document date are| |
__ bpecified

“Additional Teatures: [ the fnvoice Is Tssued in the Third Couniry and

rovided for delivery to the importing country, a mark

£1CL s given and:

T humber and date of ivaice, as well & the name and the, 0.1

ountry of the company which issucd such invoice;

%3 information that the invoice will be fssued laicr, as well| 0.1

s the trade name and the address of a physical person

i a legal cntity which will issue this invoice in the

hird Country;

B3 fnumber and date of invoiee o the exporter (sued in | 0.1

he Union/Viet Nam).
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Appendix B. Structure of information transmitted

Table Bl
Imported namespaces
Y| Namespace identifier Prefix
[E 3
1 umiweo:datamodel; WCO:DS: | ds
urniun:unece:uncefact;datasstandard: Qualified DataType:S. adt
hutps w3052 2001 XM LSchema. xsd
umununece:uncefact:codeliststandard:UNECE: Schedule TaskRelationship Type-DOSA cIm69673
umun:unece:uncefact:codeliststandard:UNECE: PaymentMeansCode:DOSA clm64461
urmun;unece:uncefact:codeliststandard:UNECE:Reporting Threshold Trigger Type:DOSA. clm69667
unun:unece:uncefacticodeliststandard:UNECE: ScheduleTask Type:D0S A cIm69675
umun:unece:uncefacticodeliststandard UNECE:PaymentMethodCode:DOSA. cIm64439
um:un:unecezuncefiet:codelist:standard: UNECE:ResourceCostCategory DOSA. cIm69669.
10| umiunsunece:uncefactidentifieriststandard:UNECE:Payment TermsDescriptionldentifierDOSA | ids64277
1| umeunzunece:uncefacticodeliststandard:UNECE: TransportModeCode:2 clmRecommendation]9
12| umeunzuncce:uncefactcodeliststandard: UNECE: PriceTypeCode:D0SA clmés375
13| umaunzuneceruncefactcodeliststandard:UNECE:ProjectTypeCode:DOA | eim69665
14| umunzunecenuneefactcodeliststandard:UNECE: SecurityClassifieation Type:DOSA | cim69677
15| wmanunece:uncefact:codeliststandard:UNECE:ResourcePlanMeasorc Type:DOSA clm69671
16| umiununece:uncefact-codeliststandard: UNECE:PaymeniGuaranteeMeansCode:DOSA clm64431
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Namespace identifier

Prefix
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17| ummauncce;uncefact codefisstandsrd:UNECE: TransportMeans TypeCode:2007 clm6Recommendarion2s

18| umaumsunceemeefact codeliststandard:UNECE:MessageFunctionCodeAcknowledgermentDOSA_| cmé1225Acknowledgement

19| umunsunceencefact codeliststandard:- UNECE Funding TypeCode:DO0SA clm§9659

20 | omununeceiunceact:codeistsandard-UNECEEventTimeReferenceCodePaymentTermsEvent. | clmé2475PaymentTermsEvent
DosA |

21| omaununeceiuncefacticodeiststandard:- UNECE:Earned ValueCalculationMethod: D0SA cim69657

2| umununece:uncefactcodelistsandard:UNECE:DocumentStatusCode:DOSA cim61373

2| umununece:uncefactcodelistsandard:UNECE:AdjustmentReasonDescriptionCode:D0SA cim64465

24| umununces:uncefactcodelistsandard: UNECE DocumentNameCade:DUSA cims 1001

25| umununcceiunceactcodeliststndard: UNECE:Delivry TermsCode:D0SA clm64053

26| umonunece:uncefactcodeliststandard:UNECE:CostManagementCode DOSA clm69653

27| umununece:uncefuctcodelistsandard:UNECE-DutyorTaxorFeeCategory Code:DOSA clm63305

28 | umununece:uncefactcodeliststandard:UNECE DocumentNameCodeBillingDocument:D0SA__| clmé 1001 BillingDocument

2| umununece:uncefuctcodelststandard: UNECE:CostReportingCodeDOSA clme9655

30 | umnuncccuncefuctcodelststandard: UNECE: HierarchicalStructure TypeCode:D0SA cim69661

51| umunsuncecuncefacticodelist standard-UNECE ContractTypeCode:DUSA cim69651

32| umumunece:uncefact:codelist standard:-UNECE:Duty TaxFee TypeCode:DOSA clm6s153

33| unununeceuncefactcodeliststandard UNECE EventTimeReferenceCode:DOSA

elm62475
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1. Purpose of the document

These Technical Specifications set technical requirements and conditions for
the implementation of the electronic information exchange between the central
customs authorities of the Member States of the Eurasian Economic Union
(hereinafier referred to as “the Member States”, “the Union”) and of the Socialist
Republic of Viet Nam within the Electronic Origin Certification and Verification
System (hereinafter referred to as “the Parties”, “the EOCVS”) in accordance with
Aticle 4.29 of the Free Trade Agreement between the Eurasian Economic Union and
its Member States, of the one part, and the Socialist Republic of Viet Nam, of the
other part, dated May 29, 2015 (herefnaer referred to as “the Agreement™).

These Technical Specifications define participants, procedures and regulations
of the electronic information exchange, content and structure of transmitted
information and messages, used classifiers and directories, security requitements for
information cxchange and technical aspeets and interaction parameters within the
EOCVS for exchanging information on certificates of origin issucd by the authorized
bodies of one Party and used by the customs authoritis of the other Party in order to
verify validity and content of the issued certficates of origin.
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Table B4
Requisite composition of an electronic document (data) structure «Request for information about certificates of rigin
(Request)
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* There are the format rules explanatior

1) n—digitin the interval 0.9 is allowed;
2) a~characterin the i
3) an—both: digit in the interval 0.9 or character in the interval a-z, A-Z is allowed
4) ak, where k>0 a sting of characters with length k;

tervals -2, A-Z is allowed

an.k, where k>0 — string of characters and digits with length less than k+ 1.
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Appendix C. W3C XML-Schemes
Table C1

Requisite of an electronic document (information) structure.«information about
certificates of origim» (Certificate)

<Pl version="1.0" encoding="UTF-8"2>
<t edited with XMLSpy 2013 spl (http//ww atova.com) by AMD (ru-Board) -
<xsiehema xmlns:xs=hip:/vow.3.0rg 2001 XML Schem:

xamlns="um-weordatamodel: WCO:Declaration:2" xmins:ds-"ur:swea:datamodel:WCODS: 1"
{argetNamespace-"um:weo:datamodel:WCO-Declaration:2">

xsimport namespace="ur:co-datamodel- WCO:DS: 1" schemaL ocaio
‘<xsiclement name="RootDocumen” type="RootDocumentType’/>
<xsicomplexType name-"RooDocumentType">

“xsisquence

<xsicloment name="CancelationDateTime"
type-"ds:RootDocumentCaeelltionDate TimeType” minOccurs="0">
xs:clement name="EfTectiveDateTime" type="ds-RootDocumentE TectiveDateTimeType"
minOceurs="0"/>

<xs:lement name~"ExpitationDte ime" type-ds RootDocumenExpirationDate TimeType’
<xsilement name="FunctionCode" type="ds RootDocumentFunciionCodeType"’>
<xs:clement name="FunctionalReferencelD"
type-"ds:RoorDacumentFunctionalReferencelDType" minOccurs="0'>

“<xs:element name-"ID" type~"ds:RootDocumentldentifcationIDType"/>

<xs:element name="TssueDateTime" type="ds:RootDocumentlssueDateTime Type">
<xsielement name~"issucL ocationID”
type-"ds:RootDocumentlssucLocationldentfcationIDType"r>

xsilement name="TypeCode” ype="ds:RootDocument TypeCodeType™/>

<xsiclomont name="AdditionslDocument”>

xsicomplexType

>

S 1p0axs

s:AdditionalDocumentlsueDateTimeType”

type="ds:AdditionalDocumentlssueLocationldentificationlDType"’>
Sxselement name="lssusLocationName"

s:Additional DocumenlssucLocationName TexType
Zxselement name-"Aulhenticator™

<xs:complexType>

<xsisequence>

<xsielement name-"Name" type-"ds: AuthenticatorNameTextType" >

oleCode” type="ds:AuthenticatorRoleCode Type">
“xsilement name-"Address">

“xsicomplexType>

xsisquence

<xs:element name="TypeCods" type-"ds:AddressTypeCodeType" minOceurs="
<xsclement name-="CityName" type-"ds: AddressCityNameTextType” minOcen
<xs-element name="CountryCode” type="ds:AddressCountryCode Type”’>
<xsilement name="CountrySubDivisionCode™
ype-"ds:AddressCountrySubDivisionCodeType” minOceurs
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<xselement name-"CountrySubDivisionNa
ype="ds:AddressCountrySubDivisionNameTes(Type" minOccurs-"0"7>
xsilement name="Line" type="ds: AddressLineTex(Type" minOccurs="0"/>
<silement name~"PosteodelD" s:AddressPostcadelD Type minOccurs
<ussequence>

<ixsicomplexType>

<ixsiclement>

ixssequenee>

<ixscomplexType>

<xsiclement>

<xs:element name="LPCOAuthorizedParty">

<xsicomplexType>

<xsisequence>
<xsilement name="Name" type="ds.LPCOAuthorizedPartyName Tex{Type’
<xsilement name~"ID" type-"ds:LPCOAuthorizedPartyldentiicationIDType

minOceurs="0">
xselement name~"RolcCode" type="ds LPCOAuhorizedPatyRolCodeType'/=
<xsilement name-"Address™

<xsicomplexType
<xsscquence

<ssclement name-"TypeCode" type-"ds:Address TypeCodeType" minOccun="0"F>
<sselement name-="CityName” type="ds: AddressCityNameTextType* minOceurs-
<xsilement name="CountryCode” typo="ds:AddressCountry CodeType”s>
<xselement name-"CounirySubDivisionCode’
ype-"ds:AddressCountySubDivisionCodeType" minOceuns="0"">
xselement name="CountrySubDivisionName”

type="ds: AddressCounirySubDivisionNemeTex(Type” minOccurs

0

“xsilement name "Line” type-"ds: AddressLineTextType minOcct
xselement name="PostcodelD" type="ds: AddressPosicadelDType" minOccurs
<hxsisequence>

<husicomplexType>

<ixsiclement>

<hxssequence>
<xscomplexType>
<xsiclement>
<nsisequence>
<lascomplexType>
<siclement>
<xsielement name
<ssieomplexType>
<xsisequence>
“usilement name="StatementCode” type-"
minOccur="0">

<xsiclement name="StatementDescrption”
typo-"ds: AddiionallnformationStementDescriptionTextType” minOccars="0"7>
xslement name-"LimitDateTime" type="ds:AdditionalInformationLimitDateTimeType"/>
<ixssequence>

<ixs:complexType>

<ixsiclement>

<xsiclement name="GoodsShipmen">

<xsicomplexType>

<xssequence>

dditionallnformation>

i AdditonallnformationStatemen{CodeType”
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<xselement name="ExportationCountryCode™
type-"ds: GoodsShipmentExportationCountryCode Type”s
‘<xs:clement name="Additonallnformation" minOseurs-"
<xscomplexType>

<xsisequence>

‘<xsilement name="Content” type="ds:AdditionallnformationConen Tex{Type"’>
<xsilement name="StatementCode” type-"ds: AdditionallnformationSiatemen{CodeType"/>
<xsilement name="StatementDescrption”

type="ds: Additonal nformationStatemeniDescrption Tex(Type"/>

<ixsisoquence>

<ixsicomplexType>

<ixsclement

<xsilement name="Consignee" minOceurs-0"
“xsicomplexType>

<xsiscquence>

<xs:element name-"Name" type-"ds:ConsigneeName Tex{Type"/>
<xs:element name="ID" type~"ds:ConsigneeldentifcationIDType” minOccurs="0">
<xsiclement name="RolcCode” type="ds:ConsignecRoleCodeType'/

<xsielement name-"Address">

xsicomplexType

<xsisequence>

‘<xsiclement name="TypeCode" type="ds:AddressTypeCodeType" minOceu
<xs:element name="CityName" ype-"ds:AddsessCityName TextType” minOccur
<xs:clement name="CouniryCodc" type="ds:AddressCouniryCodeType"/>
<xs-clement pame="CountrySubDivisionCode”
type="ds:AddressCountrySubDivisionCodeType minOccus
Zxsilement name-"CountrySubDivisionName”
type="ds:AddressCountrySubDivisionNameTex(Type" minOccurs-*
xsilement name="Line" type="ds:AddressLine TextType’ minOcet
<xselement name-"PosteodelD” type-"ds:AddessPostcodelDType" minOccurs="0">
<ixssequence>

<ixsicomplexType>

<ixsiclement>

<xsielement nam
<xsicomplexType>
<xsiscquence>
<xsieloment name-"
“<xeelement nam;
<xscomplexType>
<xsisequence
‘<xsielement name-"ID" type-"ds:CommunicationldentificationlDType" >
<xszlement name="TypelD" type="ds:CommunicationTypelDType" minOecr
<hxsisoquence>

<ixsicomplexType>

<ixsielement

<ixssequence>

<ixsicomplexType>

<xsielement>

<xsielement name="Communication" minOccurs=
<xsicomplexType>

<xssequence>
<xsielement name="ID" typ

0>

ontaet” minOceurs

e type-"ds ContactNameTextType" minOccur
*Communication" minOgcurs="0" maxOccurs="unbounded">

0" maxOccurs="unbounded™>

s CommunicationldentificationIDType'r>
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<xsiclement name="TypelD" type="ds: CommunicationTypelDType minOccurs="0°/
<ixsisequence>

<xscomplexType>

xsclement>

<xsisequence

<ixsicomplexType>

<ixsclement>

<xsilement name-"Consignment” minOceurs~"0" maxOceus
<xscomplexType>

<xsisequence>

<xsiclment name-"Barder TranspartMeans” minOceur
<xscomplexType>

<xsisequence>

<xslement name"Name" type~"ds Border TransportMeansNameTex(Type” minOceurs="0"7>

<xs:element name-"TypeCode" type-"ds-Border TransporiMeans TypeCodeType'/>
<hxsscquenee>

<AxsicomplexType>

<xsiclement>

<xsielement name
<xscomplexType>
<xsisequence>

‘<xs-element name="Name" type="ds:LoadingLocationNameTextType"/>

<xsclement name="ID" type="ds:LaadingLocationldentificationIDType">

<xsilement name-"DepartureDateTime” type-ds LoadingLocationDepartureDate Time Type"
minOccurs="0">

<ixsisequence>

<lxsicomplexType>

<lxsiclement

‘<xs:clement name="UnloadinglLocation” minOccurs="0" maxOccurs="unbounded">
<xs-complexType>

<xsisequence>

‘<xsielement name="ID" type-="ds:UnloadingLocationldentificationIDType"s>

<ixsisequence>

<ixsicomplexType>

<xsiclement

<hxsisequence>

<xsicomplexType>

<ixclement-

<xsielement name
<xsicomplexType>
<xsisequence>

“xsilement name="Address
<xsicomplexType>
<xsisquence
<xs-element name="CountryCode" type="ds:AddressCountryCodeType'/>
<ixssequence>

<ixscomplexType>

<ixsclement>

<xssequence>

<lxsicomplexType>

0" maxOccurs="unbounded"

oudingLocation” minOccurs

DeliveryDestnation"
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<hxselement>

<xsielement name

<xsicomplexType>

“xsisequence>

<xsielement name="Name" type="ds:ExporierNameTextType"’>
ExporterldentifcationlDType"

<xs:element name-"RoleCode" type="ds:ExpartcrRoleCode Type”s>

xsilement name="Address">

<xsicomplexType>

“xsisequence>

<xsiclement name="TypeCode" type="ds:AddressTypeCodeType minOccurs

<xsielement name-"CityName” ype-"ds:AddressCityNeme TextType" minOccur

<xs:element name="CountryCode" type="ds:AddressCouniryCodeType"/>

<xslement name="CounirySubDivisionCode™

type-"ds:AddressCountrySubDivisionCodeType” minOccurs:

<xs:element name="CounizySubDivisionName"

type="ds: AddressCountrySubDivisionNameTex(Type” minOccurs

<xs:element name="Line" type="ds:AddressLine Tex(Type" minOccurs="0"/>

<xs:element name="PosteodelD" type="ds: AddressPosicodeIDType" minOccurs-"0">

<ixssequence>

<ixsicomplexType>

<ixsiclement>
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<xsicomplexType>
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“xsisequence>

xsilement name="SequenceNumeri” type="ds:CommoditySequenceNumericType"r>

<ssiclement name="Commodity

<xsicomplexType

<xsisequence>

‘<xsiclement name="Description” type="ds: CommodiyDescriptionTex(Type"/>

<xsielement name="CountQuantity" ype-"ds:CommodityCountQuantity Type"

minOceurs="0">

<xsielement name="AdditionalInformation” minOccurs

<xsicomplexType>

<xsisequence>

‘<xs-clement name="Statemen{Code” type-

<xs:element name="Statement Descrption”

typo="ds: AddiionalInformationStementDescription TextType>

xssequence>
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<xsiclement>
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“<fxs:element>
<xsielement name="GoodsMeasure” minOecurs="0">

<xsicomplexType>

<xsisequence

<xs:clement name="GrossMassMeasure” type="ds:GoodsMeasureGrossMassMeasureType"/>
<xs:element name="NetNet WeightMessurc”
type-"ds:GoodsMessoreNetNetWeightMeasure Type'>
ixssequence>

</xs:complexType>

<xsiclement

<xs:clement name="ProduciName’” minOccurs="0" maxOccut
<xs:complexType>

<xsilement name="NameQualfierCode” type-"ds:ProductNameName(QualifierCodeType"
minOceurs="0"/>

<hxssoquence>

<ixsicomplexType>

<ixsclement>

<hussequence>

<ixscomplexType>

<xsiclement

<xseelement name="Origin">

<xsicomplexType>

<xsisquence>

<xs:clement name="RuleCode" type="ds:OriginRuleCodc Type"’>

<hxssequence>

<xs:complexType

<ixselement>

<xselement name
“xsicomplexType>
“xsisequence

<xsiclement name="MarksNumbersIDD" type-="ds:PackagingMarksNumbersIDType”
‘minOccurs="0"

“<xs:element name-"Quantity Quaniity" type-"ds-Packaging Quantity QuantityType"’
<xsiclement name="TypeCode" type="ds PackagingTypeCode Type")>
<ixs:sequence>

<ixsicomplexType>

<ixsiclement

<inssequence>

</xsicomplexType>

<ixsclement

<xs-element name="Tmporer">

<xsicomplexType>
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ExportridentifcationlDType"
<usilement name~"RoleCode" type~"ds:ImporterRoleCodeType'’>
<xsiclement name="Address™>

<xscomplexype>

<xsisoquence>

<xsiclement name="TypeCode" type-"ds:AddressTypeCodeType” minOccurs="0"/>
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type="ds:AddressCityName TextType" minOccurs="0"/>
‘<ssilement name="CountryCode” type-"ds:AddressCountryCode Type'’>

<xselement name-*CounlrySubDivisionCode”

type="ds: AddressCountrySubDivisionCode Ty

<xsilement name="CountrySubDivisionName”
ype-"ds:AddressCountrySubDivisionNameTex(Type" minOccurs="0"7>
“xsilement name="Line" type="ds: AddressLineTextType"

<xsicloment name="PosicadelD" type-"ds: AddressPostcodelDType” minOcea
<ixssequence>

<ixscomplexType>

<ixsiclement>

<ixs:sequence>

<IxscomplexType>

xsiclement

<xs-element name-"Invoice! maxOccurs="unbounded">

<xsicomplexType>

<xssequence

<xsielement name-"ID" type-"ds: nvoiceldentfiationlDType"’>
‘<xs:element name="TIssueDateTime" type="ds:InvoicelssueDateTimeType"l>
<xsielement name="TypeCode" type~"ds InvoicsTypeCodeType"=
<xselement name-"SequenceNumerie® ype-="ds:InvoiceSequenceNumericType™/>
<ixisequence>

<ixscomplexType>
<ixsicloment>
<lxsisequence>
<xsicomplexType=
<ixsiclement>
<xsilement name-"
“xsicomplexType>

<xsisequence
<xsielement name="ID" type-"ds:PreviousDocumentidentificationIDType”/>

<xs:element name-IssueDateTime” type="ds:PreviousDocumentlssucDateTimeType"/>
<xs:element name="TypeCodc" type="ds PreviousDocumentTypeCodeType'>
<hussequence>

<ixsicomplexType>

<ixsiclement

<ixssequence>

<ixsicomplexType>

<sischema>

minOccurs-"07>

reviousDocument” minOceurs="0" maxOceurs="unbounded™>
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